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Contiene las últimas 25 Url’s (fichero o path) que se ha escrito en el 	����

(KQBOKBQ�$UMILOBO��($	�L�BK�I>�?>OO>�AB�6FKALTP�$UMILOBO��

�

��� �.&,&'� . >C=B43�4D824A�

��� .&,&'� .�C@@4=B�>=B@>;&4B.�=C<.(&�&'"%�

$PQ>� @I>SB� BP� AB� SFQ>I� FJMLOQ>K@F>� V>� NRB� A>� >JMIF>� FKCLOJ>@F`K�	���

>@BO@>�AB�ILP�4P?�P�V�Q>OGBQ>P�AB�JBJLOF>�NRB�CRBOLK�@LKB@Q>A>P�>I�

PFPQBJ>��

��� .&,&'� .�C@@4=B�>=B@>;&4B.�>=B@>;.&4AA8>=�

 0=064@. 4<>@G� 0=064<4=B�

+>�@I>SB�ALKAB�PB�R?F@>�BI�CF@EBOL�AB�M>DFK>@F`K�V�PR�@LKCFDRO>@F`K��		���

$P�FJMLOQ>KQB�ABPAB�BI�MRKQL�AB�SFPQ>�NRB�PB�MRBAB�@LJMOL?>O�PF�

BPQ\�@LKCFDRO>AL�M>O>�PR�?LOO>AL�“ClearPagefileAtShutdown”��

��� .&,&'� .�C@@4=B�>=B@>;&4B.&4@D824A.�

"LKQFBKB�ILP�PBOSF@FLP�AB�I>�J\NRFK>��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

59
���

�

��� .&,&'� .�C@@4=B�>=B@>;&4B.&4@D824A.'2?8?.#0@0		��

<4B4@A.�=B4@5024A.�(���

"LKQFBKB�I>�@LKCFDRO>@F`K�AB�ILP�>A>MQ>ALOBP�AB�OBA��(/��&>QBT>V����

BQ@��

��� .&"�'*�%�. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.

(=8=AB0;;�			��

+>� @I>SB� OBMOBPBKQ>� ILP� MOLDO>J>P� NRB� @LKPQ>K� FKPQ>I>ALP� BK� BI�

BNRFML��2B�AB?B�BPQ>O�>IBOQ>�>�I>P�CB@E>P��V>�NRB�BP>�FKCLOJ>@F`K�PB�

BK@RBKQO>�>IJ>@BK>A>�BK�BPQ>�@I>SB��

��� .�&"�'*�%��

. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.%C=�			�

��� .�&"�'*�%��

. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.%C="=24�

��� .�&"�'*�%��

. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.%C="=24�F�

��� .�&"�'*�%��		
��

. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.%C=&4@D824A�



Evidencias digitales en la investigación informática forense 

60
���

�

��� .�&"�'*�%��

. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.%C=&4@D824A"=24�

"LKQFBKB� ILP� “paths” a las aplicaciones que automáQF@>JBKQB� PB�

BGB@RQ>K�ARO>KQB�BI� FKF@FL�ABI�PFPQBJ>�PFK�FKQBOSBK@F`K�ABI�RPR>OFL��		
�

BK�BPQ>�R?F@>@F`K�BPQ\K�KRJBOLP>P�MFPQ>P�PL?OB�J>IT>OB��

��� .&"�'*�%�. 82@>A>5B.*8=3>EA!'.�C@@4=B)4@A8

>=.*8=;>6>=�

+>� R?F@>@F`K� BPMB@FCF@>� @R\I� BP� BI� BKQLOKL� AB� BGB@R@F`K� AB� I>P�

SBKQ>K>P��MLO�ABCB@QL�BP�$UMILOBO�BUB�� IDRKLP�J>IT>OB�JLAFCF@>K�		���

BPQ>� @I>SB� MLO� LQOLP� S>ILOBP� BK� BI� “2EBII�$UMILOBO�BUB�

�PVPQBJ�;System32.exe”�

��� .&"�'*�%�. 82@>A>5B.*-�&)�.#0@0<4B4@A.�=B

4@5024A.�(���

"LKQFBKB�I>�@LKCFDRO>@F`K�AB�I>P�OBABP�TFCF�		��

�

���(.&>5BE0@4. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.�F?;

>@4@. 0?�!4BE>@:��@8D4� %(�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

61
���

�

���(.&>5BE0@4. 82@>A>5B.*8=3>EA.�C@@4=B)4@A8>=.�F?;

>@4@. >C=B#>8=BA
�		���

+>P� @I>SBP� J>KQFBKBK� I>� IFPQ>� AB� RKFA>ABP� AB� OBA� J>MB>A>P� >�

@>O>@QBOBP��BP�AB@FO��MLO�BGBJMIL��,��%��

�


�
�
��%46%8??4@�
�		��

$P�RK>�EBOO>JFBKQ>��%FD������	��NRB�MRBAB�JLKFQLOB>O�QLAL�AB�

RK>� J>KBO>� >@@BPF?IB�� PFK� BKQLOKL� DO\CF@L�� MBOL� S>� >� MBOJFQFO�

BK@OFMQ>O�� OKBAL�!I>K@L������	��1BD1FMMBO��S>�>�MLPF?FIFQ>O�MLABO�

M>OPB>O��L?QBKBO�RK�FKCLOJB�AB�RK>�CLOJ>�O\MFA>�V�@`JLA>�>�JLAL�

AB�P@OFMQ��1BD1FMMBO�BK�I>�SBOPF`K�����BPQ\�LOFBKQ>A>�>�6FKALTP�7/�		��

V�1BD1FMMBO�BK�I>�SBOPF`K�����AFOFDFA>�>�6FKALTP�BK�PR�SBOPF`K������

V� ���� 2B� MRBAB� ABP@>OD>O� AFOB@Q>JBKQB� ABPAB� BI� PFDRFBKQB� BKI>@B��

EQQMP���DFQER?�@LJ�HBVABQ���1BD1FMMBO����

�
�86��
����$D<DI>ED�9:�A6� :GG6B>:CI6�*:<*>EE:G��		�

�C4=B4��=IIE���G:HDJG8:H�>C;DH:8>CHI>IJI:�8DB�L>C9DLH
G:<>HIGN
6C6ANH>H

G:<G>EE:G
=6C9H
86H:
HIJ9N
���<G:;�

�



Evidencias digitales en la investigación informática forense 

62
�	�

�

4K>�SBW�NRB�PB�E>�ABP@>OD>AL�ABPAB�BI�PFQFL�TB?�ALKAB�PB�

L?QFBKBK�ILP�CF@EBOLP�BGB@RQ>?IBP���BUB	��V�RK>�PBOFB�AB�CF@EBOLP���MI	��		���

>I�@R>I��EA�BP�BI�@`AFDL�CRBKQB�MLO�PF�PB�IL�ABPB>�OBMOLDO>J>O�V�JBGLO>O�

PR�SBOPF`K��PF�KL�PB�ABPB>�JLAFCF@>O�PB�QFBKB�BI�BGB@RQ>?IB�OO�BUB��BI�

OFM�BUB�V�BI�M?�BUB�NRB�BP�M>O>�I>�?>PB�AB�A>QLP��%FD������	��

�
�86��
���� :GG6B>:CI6�*:<*>EE:G��		��

�

$K�@>PL�AB�BAFQ>O�BI�>O@EFSL�GG�EA	�PB�IL�MRBAB�>?OFO�MLO�BGBJMIL�

@LK� I>� EBOO>JFBKQ>� -LQBM>A���� GG�EA� @LKQFBKB� BI� @`AFDL� CRBKQB��

ALKAB�PB�L?PBOS>� I>P� II>J>A>P��BI�JBKa�� ILP�@>JMLP��V�PB�L?QFBKB�

RK>�@>OMBQ>�JRV�FJMLOQ>KQB�NRB�BP�ILP�EAJ<>CH��		���

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

63
�
�

�

+LP�MIRDFKP� PLK�AFCBOBKQBP�MOLDO>J>P�NRB�MBOJFQBK�M>OPB>O�

ILP� CF@EBOLP� !.�� ��MLO� Q>KQL�1BD1FMMBO�S>� >�BIBDFO� ILP� CF@EBOLP�

'(5$��M>OPB>O� V�M>P>O\�MLO� ILP�MIRDFKP��MLO�BGBJMIL�� PF� PB�RP>�BI�

K>SBD>ALO�(KQBOKBQ�$UMILOBO��FB=J>FK�MI	��NRB�QFML�AB�@LKCFDRO>@F`K�		��

BPQ\K�RP>KAL��FB=PBQQFKDP�MI	��@LKBUFLKBP�>�V>ELL��V>ELL=@R�MI	��PF�

PB�QFBKB�LRQILLH��LRQILLH��MI	��P^�AFPMLKBK�AB�I>P�MPQLLIP�MI��PB�QFBKB�

AL@RJBKQ>@F`K�LCCF@B��LCCF@BAL@P�MI	��NRB�QFML�AB�TFKILDLK�MI�BPQ\K�

OB>IFW>KAL�� V� PF� PB� BPQ\� E>@FBKAL� ?>HRMOBPQLOB�MI�� I>� IFPQ>� AB� OBA�

KBQTLOHIFPQ=QIK�MI��+>�BGB@R@F`K�ABI�MOLDO>J>�BP�PBK@FII>�>I�MOBPFLK>O�		���

PL?OB�BI�CF@EBOL�OO�BUB��%FD�������	��

�
�86��
�	����?:8J8>WC�*:<*>EE:G�HD7G:��GG�:M:���

�



Evidencias digitales en la investigación informática forense 

64
���

�

 I�PBIB@@FLK>O�I>�LM@F`K�'FSB�%FIB�Ⱥ�JRBPQO>�@R\KQLP�RPR>OFLP�		��

QFBKB� I>�J\NRFK>�� PBDRFA>JBKQB� PB� MOBPBKQ>O>� >RQLJ\QF@>JBKQB� I>�

LM@F`K� +�%� �MBOJFQB� NRB� BI� EFSB� NRB� PB� ABPB>� PB� >K>IF@B	�� V�

SFPR>IFW>O\�@R\I�S>�PBO�BI�1BMLOQ�%FIB�Ⱥ�BK�I>�NRB�>PFDK>O\�RK�KLJ?OB�

NRB� MRBAB� PBO� (-%.1,$� #$� 424 1(.2� �BPQB� DBKBO>O\� RK�

OBMLOQB	�V�/OLCFIB�Ⱥ�S>�>�BP@LDBO�BI�+�%�V�OB>IFW>O�RK�*>E�!I�NRB�		���

@OB>�RK�OBDFPQOL� �ILD�V�RK� �QUQ��BPQB� FKAF@>O\�QLALP� ILP�RPR>OFLP�ABI�

@LJMRQ>ALO�� MLO� BGBJMIL�� BI� RPR>OFL� >AJFKFPQO>ALO�� CB@E>� AB�

@OB>@F`K���aIQFJL�ILDFK��aIQFJ>�SBW�NRB�PB�E>�OBPBQB>AL�BI�M>PPTLOA��

aIQFJ>�SBW�NRB�E>�C>II>AL��4K>�MLI^QF@>�BK�+LDFK�"LRKQ�KLP�SBOFCF@>�

I>�@RBKQ>�ABPE>?FIFQ>A>��BI�RPR>OFL�MRBAB�PBO�-LOJ>I�V�BP�IL�JFPJL�		��

NRB� PB�MLAO\�L?QBKBO� @LK�BI�MOLDO>J>�,F3B"�6FKALTP�1BDFPQOV�

1B@LSBOV� � :2 ,<	�MBOL� BK�,F3B"�� >I� PBO� BK�BKQLOKL�DO\CF@L��KL�

MBOJFQB�FKDOBP>O�ABKQOL�>�PR�@`AFDL�CRBKQB��

�

 I�OB>IFW>O�BI�>K\IFPFP�@LK�BI�1BD1FMMBO�PB�BP@LDB�RK�>O@EFSL�	
���

@ILK>AL�V�PB�L?QFBKB�I>�FKCLOJ>@F`K�AFOB@Q>JBKQB�BK�RK�CF@EBOL��?>Q��

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

65
���

�

$K� BI� 1BD1FMMBO� �%FD�� �����	�� >I� BP@LDBO� 2.%36 1$�� PB�

DBKBO>�RK�>O@EFSL�NRB�PB�MLAO\�ABKLJFK>O�26�QUQ��ALKAB�BI�MIRDFK�

2.%36 1$� PB� >K>IFW>O\� BK� 1FM(Q�� BI� @R>I� Q>OA>O\� BK� BGB@RQ>O�	
��

AB?FAL�>�NRB�S>�>�CFIQO>OPB�MLO�QLALP�ILP�MIRDFKP�BK�JLAL�QBUQL��BI�

JFPJL�MOL@BPL�PB�MRBAB�OB>IFW>O�BK�JLAL�@LJ>KAL�NRB�PB�AFPMLKB�

AB�I>�RQFIFA>A�1BD1FMMBO��

�
�86��
�		��!C;DGB:�9:�+D;IL6G:�:C�:A�6G8=>KD�+/�IMI��	
	��

�
�

/LO�BGBJMIL��BK�I>�CFDRO>�>KQBOFLO��%FD�������	��PB�ABP@OF?B�I>�PFDRFBKQB�

FKCLOJ>@F`K��

��� +JC�%6G�����������������-,���	
	�

������/>G:H=6G@�:M:�
���3(GD<G6B��>A:H3/>G:H=6G@3/>G:H=6G@�:M:��



Evidencias digitales en la investigación informática forense 

66
��

�

+>P�I^KB>P�>KQBOFLOBP�ABQ>II>K�AB�J>KBO>�FKAFSFAR>I�I>P�CB@E>P�

AB�FKPQ>I>@F`K��M>QE��@I>SBP�ABI�OBDFPQOL��BKQOB�LQOLP��BP�AB@FO��@R>KAL�

PB�E>K�@OB>AL�V�QLALP�ILP�@>J?FLP�L@ROOFALP�MLO�ILP�MIRDFKP��

�	

��

/LO� LQOL� I>AL�� BI� PFDRFBKQB� OBDFPQOL�

“Microsoft;6FKALTP;"ROOBKQ5BOPFLK;(KPQ>IIBO;4PBO#>Q”��

ABP@OF?B� BI� 3BJ2Q>KQ� AB� >MIF@>@FLKBP�� d0R]��� d"R\KAL�� NRB�

MOLDO>J>�V�@R>KAL�PB�FKPQ>I`��

“Classes3!CHI6AA:G3(GD9J8IH” ABP@OF?B� ILP� MOLAR@QLP� FKPQ>I>ALP�� >P^�	

�

@LJL�I>�@>ABK>�AB�ABPFKPQ>I>@F`K��V�J\P�FKCLOJ>@F`K��$I�PLCQT>OB�

NRB�BPQ\�JLKQ>AL�BK�I>�J\NRFK>�S>�>�JLPQO>O�QLA>�I>�FKCLOJ>@F`K�

PL?OB�BI�CLOJ>QL�V�QFBJML�NRB�PB�FKPQ>I`��PB�MBOJFQFO\�L?PBOS>O�ILP�

A>QLP�@LK�1BD1FMMBO�V�>K>IFW>OILP��1BD1FMMBO�CRK@FLK>�>�J>KBO>�AB�

@LJ>KALP��MLO�IL�Q>KQL��PB�MRBAB�MOLDO>J>O�RK�P@OFMQ�V�MOLVB@Q>O�>�	
���

@R>INRFBO�ELO>�>P^�PB�MLAO\�RP>O�RK�'(5$�AB�RK>�J\NRFK>�IL@>I�NRB�

BPQ]�BK@BKAFA>�L�RK>�'(5$�AB�RK>�J\NRFK>�@ILK>A>��MLO�BGBJMIL��

PF�PB�BUQO>BK�ILP�30B>A�34;�A8AB4<0��PB�L?QBKAO\��BI�QFML�AB�PFPQBJ>�

LMBO>QFSL��BI�AFOB@QLOFL��I>P�CB@E>P��I>P�@>OMBQ>P��NRB�MOL@BP>ALO��NRB�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

67
���

�

QFML� AB� >MIF@>@FLKBP� BPQ\K� FKPQ>I>A>P� BK� BI� PFDRFBKQB� OBDFPQOL�	
��

“Microsoft3/>C9DLH&,3CurrentVersion”�

�

%46@8??4@��?;82028>=4A��=AB0;030A������������

%46@8??4@�–�'8<4;8=4��

$UQO>B�RK�J>O@L�ABI�QFBJML�CB@E>��%FD�������	��	
���

�
�86��
�	
��*:<G>EE:G�–�,>B:A>C:��

�

%46@8??4@�–�%434A�

#BP@OF?B� I>P� OBABP� FKPQ>I>A>P� L� @LKCFDRO>A>P� BK� I>� J\NRFK>�� BI�	
��

&>QBT>V�V�BI�(/��@I>SB�“!4BE>@:�:4G”�

�



Evidencias digitales en la investigación informática forense 

68
���

�

%46@8??4@�–�(&���

42!P�� NRB� PB� QFBKBK� FKPQ>I>ALP��$PQL� MBOJFQB� AB� RK>� CLOJ>�JRV�

O\MFA>� L?QBKBO� RK>� FKCLOJ>@F`K� OBI>QFS>JBKQB� >RQLJ>QFW>A>� �%FD��	
��

�����	��

�
�86��
�	���*:<G>EE:G�–�-+���

�


�
�����C;:��FB@02B>@��	
�
�

�EQQM���AFDFQ>I@LOMLO>�LOD�ALTKIL>AP�?RIH=BUQO>@QLO�	�� BP� I>�

EBOO>JFBKQ>� NRB� S>� >� MBOJFQFO� L?QBKBO� RK>� DO>K� @>KQFA>A� AB�

>OQBC>@QLP�AB�CLOJ>�>RQLJ>QFW>A>��>ABJ\P�AFPMLKB�AB�RK>�PBOFB�AB�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

69
��

�

MBOCFIBP� JLKQ>ALP� NRB� MBOJFQB� BUQO>BO� I>� FKCLOJ>@F`K� PFK� J>VLO�	
���

@LKL@FJFBKQL�MOBSFL���

�

!RIH�$UQO>@QLO��%FD�������	�MBOJFQB��AB�RK>�J>KBO>�JRV�O\MFA>��

aQFI�V�MO\@QF@>�L?QBKBO��KaJBOLP�AB�QBI]CLKL��KaJBOLP�AB�Q>OGBQ>P�AB�

@O]AFQL��ALJFKFLP��@LOOBLP��$PQ>�PBO^>�I>�RKFA>A�V�BI�MOLDO>J>��	
��

�
�86��
�	����JA@��MIG68IDG��

�

+L�NRB�S>�>�MBOJFQFO�NRB�PB�BGB@RQB�RK>�J\NRFK>�@ILK>A>�V�NRB�

PB�L?QBKD>�FKCLOJ>@F`K�AB�BPQ>��	
���

$I�@LJ>KAL�NRB�PB�RQFIFW>�BP���

7JA@4:MIG68IDG�–D�



Evidencias digitales en la investigación informática forense 

70
��

�

��3-H:GH3 !��$�'3�:H@IDE3*��!+,*'�–:��68:7DD@�DJIADD@�–:�

LDG9A>HI�

��3-H:GH3 !��$�'3�:H@IDE3*��!+,*'3$>CJM*:9=6I*:A:6H:�>B<�	
��

�

2B� SFPR>IFW>� I>� BUQO>@@F`K� AB� I>� FKCLOJ>@F`K� V� PB� MOL@BAB� >�

DR>OA>O� BK� I>� @>OMBQ>� 1$&(231.�� BP� AB@FO� BUQO>BO� BI� %>@B?LLH��

.RQILLH�V�IFPQ>�AB�>O@EFSLP�AB�BPQB�CF@EBOL�+FKRU1BA'>Q1BIB>PB�FJD�

�%FD�������	��	
���

�
�86��
�	���?:8J8>WC�9:�JC6�BQFJ>C6�8ADC696�N�D7I:C8>WC�9:�>C;DGB68>WC��

�

 I�R?F@>OPB�PL?OB�,QLFLR�Ⱥ(GD<G6B6H�V�>I�BGB@RQ>O�BI�MOLDO>J>�

�JA@� �MIG68IDG� ������� PBIB@@FLKB� I>� LM@F`K� ��.>:L:G� L>I=� �JA@�	
��

�MIG68IDG������� ����7>I�	�SFPR>IFW>O>� I>�EBOO>JFBKQ>�BK�P^�BK�BKQLOKL�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

71
��

�

DO\CF@L��  I� >@@BABO� >� JBKa� ,DDAH� V� MRIP>O� PL?OB� I>� LM@F`K�

*JC7JA@=:MIG68IDG��PB�MOBPBKQ>O\�S>OF>P�LM@FLKBP�V�PB�BP@LDBO\�!B6<:�

�>A:��

� �@LKQFKR>@FLK�PB�BIBDFO\�I>�FKCLOJ>@F`K�NRB�PB�ABPB>�BUQO>BO��	
���

C>@B?LLH��LRQILLH��TLOAIFPQ��>ABJ\P�PB�MLAO\�L?QBKBO�>O@EFSLP��DMP��

�DWFM��CF@EBOLP�AB�@LOOBL�BIB@QOLKF@L��@LKQO>PB_>�@LK� BP��CF@EBOLP�

AB� EF?BOK>@F`K� EF?BOCFIB�� CF@EBOLP� �O>O�� �MAC�� �KBQ�� BQFNRBQ>P� AB�

@LKQ>@QLP� S@>OA� BK� @>PL� AB� BUFPQFO�� ?>PB� AB� A>QLP� BK� PNIFQB��

MOLMLO@FLK>� FKCLOJ>@F`K� >RQLJ>QFW>A>� V� M>O>� CFK>IFW>O� PB� A>� @IF@�	
��

PL?OB�BI�?LQ`K�2R?JFQ�1RK��%FD�������	��+>�BUQO>@@F`K�AB�RK�>O@EFSL�

AB�Q>J>_L���&!�Q>OA>�>MOLUFJ>A>JBKQB���ELO>��



Evidencias digitales en la investigación informática forense 

72
	�

�

�
�86��
�	���*JC�7JA@4:MIG68IDG�HD7G:�!B6<:�;>A:��

�	����

!RIHBUQO>@QLO��OBQLOK>�I>�@>OMBQ>�1$&(231.�NRB�E>�BUQO>^AL�

@LK� QLALP� ILP� >O@EFSLP�� ABP@OF?FBKAL� CB@E>�� QFML�� Q>J>_L� V� ILP�

>O@EFSLP��QUQ���M@>M��%FD�������	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

73

�

�

�
�86��
�	����MIG688>WC�9:�>C;DGB68>WC�8DC��JA@��MIG68IDG��	���

+LP�KaJBOLP�AB�QBI]CLKLP�KL�PB�AFPQFKDRFO\�C\@FIJBKQB��MBOL�

PB� MLAO\� ABQB@Q>O� >IDaK� KaJBOL� L� C>U�� BI� FKSBPQFD>ALO� CLOBKPB�

FKCLOJ\QF@L�� P>?O\� AFCBOBK@F>O� \DFIJBKQB� NRB� BPQ\� ?RP@>KAL�� �%FD��

�����	��

�	�	��
�86��
�	����MIG688>WC�9:�>C;DGB68>WC�–�CXB:GDH�I:A:;WC>8DH�8DC��JA@�

�MIG68IDG��



Evidencias digitales en la investigación informática forense 

74
��

�

+>� %FD�� ������� OBCIBG>� ILP� @LOOBLP� BIB@QO`KF@LP� OBMBQFALP�

BSFABKQBJBKQB�� MBOL� @LK� I>� >VRA>� AB� RK� MOL@BP>ALO� AB� ELG>P� AB�

@\I@RIL� PB� MLAO\� CFIQO>O� V� LOD>KFW>O�� BP� RK>� CLOJ>� AB� L?QBKBO�	�	�

FKCLOJ>@F`K��

�
�86��
�	����MIG688>WC�9:�>C;DGB68>WC�9:�8DGG:DH�:A:8IGWC>8DH�8DC��JA@�

�MIG68IDG��

2B�MLAO\�L?PBOS>O�BI�@LKQBKFAL�AB�ILP�CF@EBOLP��9(/��WFM�IMI��	�
��

ILP�ALJFKFLP��9DB6>C�IMI��/>PPMLOQ�KBQ��RP>AL�BK�MLOKLDO>C^>�FKC>KQFI�

HFAP�M>PPMLOQ�KBQ	��OBDFPQOLP��OBDFPQBO�JPKF>�M>PPMLOQ��>AL?B��PNI��P>F��

(/P�FKQBOK>P��I>P�41+��JGA�IMI��M>O>�IL�@R>I�PB�MLAO^>�K>SBD>O�MLO�I>P�

ROI�NRB�PB�L?QFBKBK	��


�
�����0�?0?4;4@0�	�
�
�

#B�I>�M>MBIBO>��%FD�������	�PB�S>K�>�AFPQFKDRFO�S>OFLP�@LK@BMQLP��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

75
��

�

�
�86��
�
���(6E:A:G6�9:�*:8>8A6?:��

�	����

$P�RK�>OQBC>@QL�ABI�NRB�PB�MRBAB�L?QBKBO�FKCLOJ>@F`K��@RVL�

CRK@FLK>JFBKQL� BP� PBK@FIIL�� $K� BI� PFPQBJ>� AB� >O@EFSLP� ALKAB� PB�

BK@RBKQO>� FKPQ>I>AL� BI� PFPQBJ>� LMBO>QFSL� BK� I>� M>OQF@F`K� "�;��� PB�

FABKQFCF@>�RK>�@>OMBQ>�@LK�BI�KLJ?OB��1B@V@IB�!FK��

x $PQ>� @>OMBQ>� OBMOBPBKQ>� BI� \OB>� AB� I>� />MBIBO>� AB�1B@F@I>GB�� BP�	���

AB@FO��BI�@LKQBKFAL�AB�IL�NRB�PB�?LOO>��PB�MRBAB�AB@FO�NRB�BP�

RK� \OB>� AB� >IJ>@BK>JFBKQL� ALKAB� PB� DR>OA>K� >O@EFSLP� V�

@>OMBQ>P�MOBSF>P�>�PR�BIFJFK>@F`K�ABCFKFQFS>���

�

">A>�SBW�NRB�BI�RPR>OFL�?LOO>�RK�>O@EFSL�L�QFBKB�>I�JBKLP�RK�	����

>O@EFSL�BK�PR�M>MBIBO>�AB�OB@F@I>GB��MLO�BGBJMIL��"�;�1B@V@IB�!FK�PB�

@OB>�RK>�@>OMBQ>� @LK�BI�2(#�ABI�RPR>OFL��$I�2(#�AB�RPR>OFL�BP�BI�

FABKQFCF@>ALO�NRB�IB�MLKB�6FKALTP�>�RK�RPR>OFL��BP�AB@FO��PF�QBKBJLP�

BI�RPR>OFL�(S\K�� I>�KLJBK@I>QRO>�S>�>�FKF@F>O�@LJL�2�����V�RK>�

PBOFB�AB�KaJBOLP��	���



Evidencias digitales en la investigación informática forense 

76
�

�

x -4,��PF�BI�-4,�BP�����PFDKFCF@>�NRB�BP� AJFKFPQO>ALO�V�PF�BP�

�����BP�4PR>OFL�-LOJ>I��$K�LQO>P�M>I>?O>P��PF���RPR>OFLP�ABI�

PFPQBJ>�QRSFBO>K�>O@EFSLP�BK�PR�M>MBIBO>�AB�OB@F@I>GB��I>�@>OMBQ>�

�1B@V@IB�!FK�QBKAO^>���@>OMBQ>P�ABI�BPQFIL�2������%FD�������	��

�	���
�86��
�
	��(6E:A:G6�9:�*:8>8A6?:�9:�A6�86GE:I6��*:8N8A:��>C��

�

- $K�BI�FKQBOFLO�AB�I>�@>OMBQ>�AB�@>A>�RPR>OFL�PB�BK@LKQO>O\K�

��QFMLP�AB�>O@EFSLP��ILP�NRB�FKF@F>K�MLO��(�V��1��

�	��

x +LP�NRB� FKF@F>K�@LK��(�@LKQFBKBK� I>� ORQ>�LOFDFK>I�ABI�>O@EFSL�V�

>IDRKLP� A>QLP� MOLMFLP� ABI� CF@EBOL��JFBKQO>P�� ILP� NRB� FKF@F>K�

@LK��1�FK@IRVBK�BK�BI�FKQBOFLO�BI�@LKQBKFAL�ABI�>O@EFSL�LOFDFK>I�

�%FD�� �����	�� "R>KAL� PB� S>@^>� I>� />MBIBO>� AB� 1B@F@I>GB�� V� PB�

BIFJFK>K�ILP��(�V��1��KL�PB�?LOO>K�BK�PR�QLQ>IFA>A��PFKL�NRB�PB�	����

J>O@>K�@LJL�BIFJFK>ALP�V�IRBDL�PB�MRBABK�OB@RMBO>O�@LK�RK>�

EBOO>JFBKQ>�CLOBKPB�FKCLOJ\QF@>�AB�OB@RMBO>@F`K���



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

77
��

�

�
�86��
�

��(6E:A:G6�9:�*:8>8A6?:�8DC�ADH��!�N��*��

�	���

+LP�>O@EFSLP�BIFJFK>ALP�PB�MRBABK�OB@RMBO>O�@LK�I>�PFDRFBKQB�

EBOO>JFBKQ>� CLOBKPB�� %��()�� NRB� PB� MRBAB� ABP@>OD>O� BK� BI�

PFDRFBKQB�BKI>@B��EQQMP���TTT�MFOFCLOJ�@LJ�OB@RS>��

�


�
���%42>D4@ G�8;4A�	����

$P�RK>�EBOO>JFBKQ>�@LK�IF@BK@F>�MOLMF>�@LK�RK�@LPQL�J`AF@L�

V� PB� MRBAB� ABP@>OD>O� BK� BI� PFDRFBKQB� BKI>@B��

EQQM���TTT�OB@LSBOJVCFIBP�@LJ�BP��� QFBKB� RK� >IQL� DO>AL� AB�

OB@RMBO>@F`K�AB�FKCLOJ>@F`K��BP�OL?RPQL�V�AFPMLKB�AB�I>P�PFDRFBKQBP�

@>O>@QBO^PQF@>P��	���

x 1B@RMBO>�AFP@LP�AROLP�CLOJ>QB>ALP�FK@IRPL�PF�E>�OBFKPQ>I>AL�BI�

PFPQBJ>�LMBO>QFSL�6FKALTP��

x 1B@RMBO>�PRP�>O@EFSLP�ABPMR]P�AB�RK�C>IIL�C^PF@L�ABI�AFP@L�AROL��



Evidencias digitales en la investigación informática forense 

78
��

�

x 1B@RMBO>�ILP�>O@EFSLP�AB�RK�BOOLO�>I�OB>IFW>O�RK>�M>OQF@F`K��

x 1B@RMBO>� AL@RJBKQLP�� CLQLP�� SFABL�� JaPF@>� V� @LOOBLP�	����

BIB@QO`KF@LP��

x 1B@RMBO>� A>QLP� AB� RK� AFP@L� AROL�� RK>� Q>OGBQ>� AB� @\J>O>�� RK�

JBAFL� AB� >IJ>@BK>JFBKQL� RP?�� RK>� RKFA>A� 9FM� CIBUF?IB� L�

@R>INRFBO� LQOL� JBAFL� �2\K@EBW� "LOABOL��  K\IFPFP� %LOBKPB�

(KCLOJ\QF@L������	��	���

�

 I�>MIF@>O� I>�EBOO>JFBKQ>�PB� OB@RMBO>K� I>P�BSFABK@F>P�AB�RK>�

CLOJ>�BPQOR@QRO>A>��PF�PB�OBNRFBOB�>O@EFSLP��DFC��M\DFK>P�EQJI���JLS��

JRBPQO>� BI� @LKQBKFAL� LOD>KFW>AL� V� @>QBDLOFW>AL�� BP� AB@FO�� PB�

L?QFBKBK�ILP�JBQ>A>QLP��%FD�������	��	����

�
�86��
�
���*:8DK:G%N�>A:H��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

79
���

�

2B�MRBABK�BK@LKQO>O�RK>�S>OFBA>A�AB�EBOO>JFBKQ>P��PBDaK�I>P�

RQFIFA>ABP�NRB�PB�OBNRFBO>K��BK�BI�PFDRFBKQB�BKI>@B���

TTT�@LKBUFLKFKSBOP>�?ILDPMLQ�@LJ�BP���������CLOBKPF@P	���

MLTBOQLLIPIFPQ>ALAB�EQJI�

�


�
����#@454B27�

$P� RK� >OQBC>@QL� NRB� MBOJFQB� @LKL@BO� BK� RK� JLJBKQL�

ABQBOJFK>AL�@R>KQ>P�SB@BP�BI�LOABK>ALO�E>�BGB@RQ>AL�RK�MOLDO>J>�	����

�/>QL�1LAO^DRBW�������	��MLO�BGBJMIL��MBOJFQB�L?QBKBO�FKCLOJ>@F`K�

AB� RK>� >MIF@>@F`K� @LKL@FBKAL� PF� PB� BK@LKQO>?>� FKPQ>I>A>� BK� I>�

J\NRFK>� V� I>P� SB@BP� NRB� CRB� RQFIFW>A>�� $KQLK@BP� BI� (G:;:I8=� BP� RK�

>OQBC>@QL�ABPAB�6FKALTP�7M��E>PQ>�6FKALTP���PB�II>J>�/OBCBQ@E�V�

>� M>OQFO� AB� 6FKALTP� �� PB� II>J>� 2RMBO/OBCBQ@E�� I>� @R>I� >AJFQB�	���

OBDFPQO>O� I>� FKCLOJ>@F`K�NRB�PB�BK@RBKQO>�BK�I>�J\NRFK>�L�@R>KAL�

RK� RPR>OFL� BGB@RQ>� I>P� >MIF@>@FLKBP�� PFDKFCF@>�� PF� PB� BGB@RQ>� $U@BI�

>RQLJ\QF@>JBKQB�I>�>MIF@>@F`K�ABI�PFPQBJ>�LMBO>QFSL�S>�>�BGB@RQ>O�I>�

>MIF@>@F`K�V�L?QBKBO�ILP�BIBJBKQLP�NRB�J\P�RQFIFW>�V�ILP�S>�>�OBDFPQO>O��

�	�	��



Evidencias digitales en la investigación informática forense 

80
���

�

/>O>� BGB@RQ>O� BPQ>� EBOO>JFBKQ>� PB� AFOFDBK� >� I>� PFDRFBKQB�

R?F@>@F`K� ABI� AFP@L� AROL���3/>C9DLH3(G:;:I8=� V� PB� PFQa>K� PL?OB� BI�

CF@EBOL�>O@EFSLP��E;��AB�Q>I�J>KBO>�NRB�PB�L?PBOS>O\K�BK�BI�BNRFML�I>P�

>MIF@>@FLKBP�J\P�RQFIFW>A>P�@LK�RK�ABQ>IIB�FJMLOQ>KQB�AB�I>P�JFPJ>P�

�%FD�������	��BP�AB@FO��BK�RK�>M>OQ>AL�ABI�PFPQBJ>�LMBO>QFSL�BUFPQB�RK�	�	�

AFOB@QLOFL�ALKAB�PB�>IJ>@BK>K�QLA>P�I>P�>MIF@>@FLKBP�OBDFPQO>A>P�NRB�

PB�RQFIFW>K�BK�BI�PFPQBJ>��BPQ>P�>MIF@>@FLKBP�PLK�PRP@BMQF?IBP�AB�PBO�

L?PBOS>A>P�>KQB�RK�MBOFQ>GB�L�RK�>K\IFPFP�CLOBKPB���

�
�86��
�
���*:<>HIGDH� !.��9:A�(G:;:I8=��	�
��

�

$K�I>�%FD���������PB�ABQ>II>�BI�BNRFML�@LK�QLA>P�I>P�>MIF@>@FLKBP�

NRB�PB�E>K�>?FBOQL�V�RQFIFW>AL�@LK�PR�OBPMB@QFS>�FKCLOJ>@F`K�AB�RPL�

>P^�@LJL�I>�R?F@>@F`K�ABI�AFOB@QLOFL�BK�BI�PFPQBJ>�LMBO>QFSL��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

81
���

�

�	�
�
�86��
�
���G8=>KD�(G:;:I8=��

�

$I�/OBCBQ@E�BP�RK>�AB�I>P�EBOO>JFBKQ>P�NRB�MBOJFQB�@LKL@BO�

@R>KAL�RK>�>MIF@>@F`K�PB�BK@RBKQO>�FKPQ>I>A>�V�I>P�SB@BP�NRB�E>�PFAL�

BGB@RQ>AL� RK� ABQBOJFK>AL� MOLDO>J>� BK� BI� LOABK>ALO� �2\K@EBW�	����

"LOABOL��"LKBUF`K�(KSBOP>������	���

�

$I�/OBCBQ@E�BP�RK>�AB�I>P�EBOO>JFBKQ>�@LJL�6FKALTP�/OBCBQ@E�

NRB� BPQ\K� AFPB_>A>P� M>O>� >@BIBO>O� BI� MOL@BPL� AB� FKF@FL� AB� I>�

>MIF@>@F`K��AB�BPQ>�J>KBO>�PB�MRBAB�JBK@FLK>O�NRB��	���

x "LKQFBKBK� BI� KLJ?OB� ABI� BGB@RQ>?IB�� RK>� IFPQ>� 4KF@LAB� AB�

>O@EFSLP�#++�RQFIFW>ALP�MLO�AF@EL�BGB@RQ>?IB��RK�OB@RBKQL�AB�

I>P� SB@BP� NRB� BI� BGB@RQ>?IB� PB� E>� BGB@RQ>AL�� V� RK>�J>O@>� AB�

QFBJML�NRB�FKAF@>�I>�aIQFJ>�SBW�NRB�PB�BGB@RQ`�BI�MOLDO>J>��

x '>PQ>�����>O@EFSLP�/OBCBQ@E�PB�>IJ>@BK>K�BK�BI���+NHI:B*DDI��3�	����

(G:;:I8=�� ">A>� >O@EFSL� BK� BPB� AFOB@QLOFL� AB?B� @LKQBKBO� BI�



Evidencias digitales en la investigación informática forense 

82
�	�

�

KLJ?OB�AB� I>�>MIF@>@F`K��RK�DRFLK�V� IRBDL�RK�E>PE�AB�L@EL�

@>O>@QBOBP�AB�I>�R?F@>@F`K�ABPAB�I>�NRB�PB�BGB@RQ>�I>�>MIF@>@F`K��

V�RK>�BUQBKPF`K��MC�

x 2F� RK>� >MIF@>@F`K� PB� BGB@RQ>�ABPAB�ALP� IRD>OBP�AFCBOBKQBP� BK� BI�	���

AFP@L�AROL��BP�AB@FO��NRB�BI�RPR>OFL�BGB@RQB����3�B9�9::E�:M:�V�

���3��((+�3� 6H=>C<�3�B9�9::E�:M:	��L?QBKAO\K�ALP�>O@EFSLP�

/OBCBQ@E�AFCBOBKQBP�BK�I>�@>OMBQ>�/OBCBQ@E��

�


�
����*8=?@454B27D84E�	���

$P�RK>�EBOO>JFBKQ>�JRV�aQFI��

�EQQM���TTT�KFOPLCQ�KBQ�RQFIP�TFK=MOBCBQ@E=SFBT�EQJI	�� @`JLA>��

PBK@FII>��V�PB�PRBIB�BJMIB>O�BK�MOL?IBJ>P�AB�MOLMFBA>A�FKQBIB@QR>I��

-L� KB@BPFQ>� AB� FKPQ>I>@F`K�� BP� RK� BGB@RQ>?IB�� PB� >?OB�

>RQLJ\QF@>JBKQB�BI�/OBCBQ@E��MLO�BGBJMIL��PF�PB�@LKQO>Q>�BI�PBOSF@FL�	��

AB� MBOFQ>GB� L� RK� >K\IFPFP� CLOBKPB� AB� RK� LOABK>ALO� ALKAB� PB� E>�

FKPQ>I>AL�BI� RQL@>A�@LK�I>�IF@BK@F>�BK�OBDI>��MLO�Q>KQL�BI�MOL?IBJ>�

BP�PF�RK>�J\NRFK>�QBK^>�FKPQ>I>AL�RK�PLCQT>OB��IL�J\P�C\@FI�BP�FO�>I�

/>KBI�AB�"LKQOLI�V�BU>JFK>O��L�?RP@>O�BSFABK@F>P�BK�BI�AFP@L�AROL��

@LJL�MRBAB�PBO��RK�>O@EFSL�AB� RQL@>A�L�BI�KLJ?OB�ABI�BGB@RQ>?IB��	����

MBOL��IL�PBO^>�BIBDFO�BI�(G:;:I8=�>?OFO�V�>RQLJ\QF@>JBKQB��E>�BUQO>^AL�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

83
�
�

�

QLAL� I>� FKCLOJ>@F`K� ABI� /OBCBQ@E� BK� I>� >MIF@>@F`K�� $K� I>� M>OQB�

PRMBOFLO�FWNRFBOA>�PB�FIRPQO>�RK>�@LIRJK>�@LK�BI�KLJ?OB�ABI�>O@EFSL�

J>O@>AL� @LK� I>� BUQBKPF`K� ��WFM�� �MC�� >I� PBIB@@FLK>OIL� BK� I>� M>OQB�

FKCBOFLO�JLPQO>O\�RK>�S>OFBA>A�AB� CF@EBOLP�NRB� PLK� I>P� IF?OBO^>P� V�	���

BGB@RQ>?IBP�NRB�BPQ\K�OBDFPQO>ALP�BK�BPQ>�>MIF@>@F`K��BP�AB@FO��QLALP�

BPQLP�CF@EBOLP�PB�BK@RBKQO>K�OBDFPQO>ALP�ABKQOL�ABI�/OBCBQ@E��IL�NRB�

PFDKFCF@>� NRB� @R>KAL� PB� BGB@RQ`� I>� MOFJBO>� SBW� RK� 6FKALTP�� I>�

FKPQ>I>@F`K�BP�IBKQ>��BK�6FKALTP���V�6FKALTP����$K�BI�MOL@BPL�AB�

FKPQ>I>@F`K�PB�FIRPQO>�BI�PFDRFBKQB�JBKP>GB�“FKPQ>I>KAL�MOLDO>J>P”��BP�	����

AB@FO�IL�NRB�PB�BPQ\�OB>IFW>KAL�BP�@OB>KAL�BI�/OBCBQ@E��@R>KAL�>OO>K@>�

I>� J\NRFK>� V� PB� QLOK>� PRJ>JBKQB� O\MFAL� BGB@RQ>KAL� MOLDO>J>P�

@LJL�$U@BI��/LTBO�/LFKQ�L�@R>INRFBO�RQFIFA>A�AB�J>KBO>�BCF@>W��BPQL�

BP�AB?FAL�>I�/OBCBQ@E�L�2RMBO/OBCBQ@E��

�	���

+L� FJMLOQ>KQB� BP� P>?BO� PF� PB� @>OD`� BI� AFOB@QLOFL�� V>� NRB� I>�

J\NRFK>�S>�>�OBAR@FO�PR�CRK@FLK>JFBKQL��IBKQ>	�V�PB�MRBAB�@LKCRKAFO�

NRB� QFBKB� >IDaK� QFML� AB� SFORP� L� QOLV>KL�� /LO� IL� Q>KQL�� PB� SBK�

AFOB@QLOFLP� IIBKLP�AB� �MC�V� PF� PB� ILP�?LOO>� BJMFBW>�>�ABDO>A>OPB� I>�

BGB@R@F`K� AB� I>� J\NRFK>�� MLONRB� BI� PFPQBJ>� LMBO>QFSL� FKQBKQ>O\�	����



Evidencias digitales en la investigación informática forense 

84
���

�

SLISBO�>�@OB>O�RK�PFPQBJ>�AB�/OBCBQ@E��I>�PLIR@F`K�BP�KL�?LOO>O�ILP�

>O@EFSLP��MC��

�

$K�BI�@>PL�AB�NRB�RK�RPR>OFL�FKDOBPB�>�I>�J\NRFK>�V�?LOOB��PB�

SBO\K� AFCBOBKQBP� Q]@KF@>P� PL?OB� I>� BGB@R@F`K� ABI� MOLDO>J>�� MLO�	���

BGBJMIL�� RQL@>A�PB�FKAF@>�NRB�BK�OBBJMI>WL�AB��O>E��>M>OB@BO\�BI�

�JID869	�>I�FDR>I�NRB�I>�CB@E>�NRB�PB�FKPQ>I`�BI�MOLDO>J>��I>�CB@E>�AB�

JLAFCF@>@F`K� �I>� aIQFJ>� SBW� NRB� PB� BGB@RQ`	�� BI� Q>J>_L�� MOL@BPL��

/>Q@E�� MLONRB� PB� FJ>DFK>� NRB� L@RIQ>KAL� BI� KLJ?OB� BI� RPR>OFL�

FKCFIQO>AL�KL�IL�BK@LKQO>O\��BI�/OBCBQ@E�BUMOBP>O\�ALKAB�BU>@Q>JBKQB�	����

PB� BK@RBKQO>� I>� RQFIFA>A�� $P� FJMLOQ>KQB� I>� @LIRJK>� *JC� �DJCI:G�

MLONRB�FKAF@>�I>P�SB@BP�NRB�PB�E>�BGB@RQ>AL�BI�MOLDO>J>���

�

$K�BI�@>PL�AB�NRB�PB�BIFJFKB�BI�MOLDO>J>��PB�MRBAB�BK@LKQO>O�

BK�BI�/OBCBQ@E��MLO�IL�Q>KQL��BP�RK>�EBOO>JFBKQ>�JRV�aQFI�>�I>�ELO>�AB�	���

?RP@>O�RK�BIBJBKQL�AB�BPQ>P�@>O>@QBO^PQF@>P�NRB�PB� FKAF@>O\K�BK� I>�

M>OQB�ABOB@E>��%FD�������	�AB�I>�aIQFJ>�SBW�NRB�PB�BGB@RQ`��$K�RK�@>PL�

A>AL� NRB� J>KFCFBPQB� NRB� BI�  RQL@>A� KL� PB� FKPQ>I`� L� BGB@RQ`�� I>�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

85
���

�

EBOO>JFBKQ>� MOLMLO@FLK>O\� FKCLOJ>@F`K� PL?OB� PF� BI� MOLDO>J>� PB�

BK@LKQO>?>�BK�BI�LOABK>ALO���	���

�

$K�I>�QBO@BO>�MLPF@F`K�PB�BK@RBKQO>�I>�@LIRJK>��>A:C6B:�NRB�BP�

RK� CF@EBOL� QBJMLO>I�� NRB� PB� MRBAB� @LKCRKAFO� @LK� RK� J>IT>OB��

QOLV>KL��NRB�>ABJ\P�MLPBB�BK�I>P�MOLMFBA>ABP�RK�Q>J>_L�MBNRB_L�

V�NRB�PB�BGB@RQ>�S>OF>P�SB@BP��BP�FJMLOQ>KQB�FKSBPQFD>O�MOBSF>JBKQB�	��

V>� NRB� KLP� OBCBOFJLP� >I� /OBCBQ@E� NRB�� BK� @LJ?FK>@F`K� @LK� LQO>P�

EBOO>JFBKQ>P�� MBOJFQB� I>� OBPLIR@F`K� AB� QBJ>P� AB� MOLMFBA>A�

FKQBIB@QR>I��%FD�������	��

�
�86��
�
��� :GG6B>:CI6�/>C(G:;:I8=.>:L��		��

�



Evidencias digitales en la investigación informática forense 

86
��

�

$K�6FKALTP��MLO�ABCB@QL�@R>KAL�RK�RPR>OFL�BUQBOKL�@LIL@>�

RK�MBKAOFSB�KL�PB�@LKL@B�NRB�PB�@LMF`�L�OBSFP`��>�BU@BM@F`K�NRB�

BPQB�>@QFS>AL�BI�PFPQBJ>�AB�>RAFQLO^>��6FKALTP�ABPAB�PRP�SBOPFLKBP�

J\P�>KQFDR>P��ABPAB�6FKALTP�7M�AFPMLKB�AB�RK�PFPQBJ>�AB�>RAFQLO^>�		�

NRB�MBOJFQB�SBOFCF@>O�Q>KQL�I>P�>MIF@>@FLKBP�@LJL�I>�PBDROFA>A��>�I>�

SBW�MOBPBKQ>�AFCBOBKQBP�BP@BK>OFLP�@LJL�I>�BGB@R@F`K�AB�MOLDO>J>P��

?LOO>AL�AB�CF@EBOLP��BQ@�	��

�

)4=B090A��	
��

$K�RK�BKQLOKL�BJMOBP>OF>I��PB�OB@LJFBKA>�>@QFS>O�BI�PFPQBJ>�

AB�>RAFQLO^>��V� IRBDL�PB�MRBAB�JBGLO>O��BP�AB@FO��NRB�BI�PFPQBJ>�AB�

>RAFQLO^>�BK�RK�MOFK@FMFL�S>�>�BPQ>O�FKPQ>I>AL�BK�I>�J\NRFK>��V�@R>KAL�

PB� QFBKB� RK>� FK@FABK@F>� BP� RKL� AB� ILP� MOFJBOLP� OBDFPQOLP� NRB�

KLOJ>IJBKQB�PB�PRBIB�JFO>O��MBOL�MRBAB�L@ROOFO�NRB�PB�MOBPBKQB�RK�	
�

@>PL�BK�BI�NRB�ILP�ILDP�PB�BJMFBW>K�>�IIBK>O��MLONRB�I>�>@QFSFA>A�AB�

RPR>OFL�BP�JRV�>JMIF>��BPQ>�PFQR>@F`K�PB�MLAO^>�JBGLO>O�V>�NRB�BP�RK�

PFPQBJ>�AB�ILD�@BKQO>IFW>AL��BK�ALKAB�ILP�MOLAR@QLP�NRB�PB�BP@OF?BK�

PLK�OBDFPQOLP�BK�BI�ILD�V�>RQLJ\QF@>JBKQB�PB�BPQ\K�BP@OF?FBKAL�BK�BI�

PBOSFALO��	���



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

87
���

�

�

2B�MBOJFQB�NRB�BI�RPR>OFL�BK�BI�@>PL�NRB�?LOOB�ILP�OBDFPQOLP��

>RQLJ\QF@>JBKQB�PB�L?QBKAO\�I>�BSFABK@F>�BK�BI�PBOSFALO��BI�RPR>OFL�

@LKPBDRFO\� I>� FKCLOJ>@F`K� OBCBOBKQB� >� IL� NRB� E>� OB>IFW>AL��

MBOJFQFBKAL� QBKBO� RK� OBPM>IAL� >KQB� MLPF?IBP� FK@FABKQBP�� M>O>� ILP�	��

OBDFPQOLP� '(5$� V� ILP� >OQBC>@QLP�� BI� ILD� BP� JRV� FJMLOQ>KQB�� MLO�

BGBJMIL�� PF�RK�DBOBKQB�AB�RK>�BJMOBP>� PB�@>J?F>�>�LQO>�BJMOBP>��

>RQLJ\QF@>JBKQB�IL�NRB�E>O^>�BP�IIBS>OPB�QLA>�I>�FKCLOJ>@F`K�AB�I>�

JFPJ>�AFOB@Q>JBKQB�BK�RK�MBKAOFSB��

�	���

/LO�IL�Q>KQL��PB�S>�>�“saber” NRB��@LK�RK>�@LJ?FK>@F`K�BKQOB�

BI�OBDFPQOL�AB�6FKALTP��BI�ILD�V�RK>�PBOFB�AB�MOLDO>J>P��PF�RK�RPR>OFL�

PB�E>�IIBS>AL�FKCLOJ>@F`K�BK�RK>�42!��6FKALTP�KL�OBDFPQO>�IL�NRB�

PB�@LMF>�>�RK�AFPMLPFQFSL�BUQBOKL��BP�AB@FO�PF�!VOLK�OB>IFW>�RK>�@LMF>�

>I�MBKAOFSB��6FKALTP�PLI>JBKQB�OBDFPQO>O\�BI�FKDOBPL�ABI�MBKAOFSB��	��

PF�>ABJ\P�PB�QFBKB�>@QFS>A>�I>�>RAFQLO^>�PB�@LKL@BO\�I>�CB@E>��ELO>�V�

BI�QFML�AB�AFPMLPFQFSL�BK�BI�NRB�!VOLK�OB>IFW`�I>�@LMF>���

�



Evidencias digitales en la investigación informática forense 

88
���

�


�
����(&��4D84E�

42!#BSFBT��BUQO>B�QLA>�RK>�BPQ>A^PQF@>�AB�ILP�AFP@LP�AROLP�	��

BUQBOKLP�� MBKAOFSB� L� PFPQBJ>P� AB� >IJ>@BK>JFBKQL�� NRB� PB� E>K�

FKPBOQ>AL� BK� I>� J\NRFK>� ABPAB� NRB� 6FKALTP� CRB� FKPQ>I>AL� MLO�

MOFJBO>�SBW�BK�BI�@LJMRQ>ALO��KL�ABPAB�NRB�RK>�PBPF`K�CRB�FKF@F>A>�

�2LCBO������	��%FD�������	��

�	�
�86��
�
���!C;DGB68>WC�-+���

�

42!#BSFBT�@LJ?FK>AL�@LK�BI�SFPLO�AB�BSBKQLP�AB�6FKALTP��

BP�MOLMF@FL�MLONRB�PB�MRBAB�L?QBKBO�RK�QFJBIFKB�@LJMIBQL�AB�IL�NRB�

PB�BPQ\�?RP@>KAL��MBOL�PF�PLI>JBKQB�PB�QFBKB�BPQ>�FKCLOJ>@F`K�V�KL�	���

BI�OBDFPQOL�AB�6FKALTP��BI�SFPLO�AB�BSBKQLP�S>�>�BUQO>BO�BI�AFPMLPFQFSL�

NRB�BP�aQFI�MLONRB�JRBPQO>�PRCF@FBKQB�FKCLOJ>@F`K��%FD�������	��

2B�MRBAB�ABP@>OD>O�I>�ABPAB��

EQQM���KFOPLCQ�KBQ�RQFIP�RP?=ABSF@BP=SFBT�EQJI� V� KL� KB@BPFQ>�

FKPQ>I>@F`K��	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

89
���

�

�
�86��
�
���-+��:K>:L�8DB7>C69D�8DC�:A�K>HDG�9:�:K:CIDH�9:�/>C9DLH��

�

 I�>K>IFW>O�I>�FKCLOJ>@F`K�AB�I>�aIQFJ>�SBW�NRB�PB�FKQOLARGL�BI�

42!�>I�/"��BI�>QOF?RQL�.:C9DG!��JRBPQO>�BK��G>K:G��:H8G>EI>DC�V� I>�	���

!CHI6C8:�!�	�QLA>�I>�FKCLOJ>@F`K�NRB�PB�MRBAB�R?F@>O�BK�RK�FKCLOJB��

MLO�BGBJMIL��PF�PB�QRSFBO>�BI�OBDFPQOL�AB�6FKALTP��BI�SFPLO�AB�BSBKQLP�

PB�MLAO^>�R?F@>O�@LK�I>P�CB@E>P��PF�ILP�>QOF?RQLP��G:6I:��6I:�V�BI�$6HI�

(AJ<�-CEAJ<�@LFK@FABK��BPQL�>PBDRO>�NRB�BUFPQF`�RK>�@LMF>��>RKNRB�

KL�PB�MRBA>�D>O>KQFW>O�NRB�CRB�IL�NRB�PB�@LMF`��	��

�

$UFPQB� RK>� PBOFB� AB� @LJ>KALP� NRB� S>K� >� MBOJFQFO� >I�

42!#BSFBT�� ?RP@>O� AB� CLOJ>� OBJLQ>� I>� FKCLOJ>@F`K� AB� ILP�

AFPMLPFQFSLP�@LKB@Q>ALP�BK�BI�BNRFML��3>?I>�����	��

�	���

�

�



Evidencias digitales en la investigación informática forense 

90
���

�

'01;0� 
�
�� 'E8>WC� AUC:6� 9:� 8DB6C9DH� E6G6�
 67>A>I6G��:H=67>A>I6G��A>B>C6G�9>HEDH>I>KDH�-+�H��

�><0=3>A�?0@0��018;8B0@��4A7018;8B0@��;8<8=0@�?0@0�(&��
x �AFP>?IB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=?V=PBOF>I�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=?V=AOFSB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=?V=@I>PP�X;;1BJLQB"LJMRQBOZ��42!�"I>PP�42!�2R?"I>PP�42!�

/OLQL@LI��
x �AFP>?IB=?V=MFA�X;;1BJLQB"LJMRQBOZ��5BKALO(#�/OLAR@Q(#��
x �AFP>?IB=>II�X;;1BJLQB"LJMRQBOZ��
x �BK>?IB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �BK>?IB=?V=PBOF>I�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �BK>?IB=?V=AOFSB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �BK>?IB=?V=@I>PP�X;;1BJLQB"LJMRQBOZ��42!�"I>PP�42!�2R?"I>PP�42!�

/OLQL@LI��
x �BK>?IB=?V=MFA�X;;1BJLQB"LJMRQBOZ��5BKALO(#�/OLAR@Q(#��
x �BK>?IB=>II�X;;1BJLQB"LJMRQBOZ��
x �AFP>?IB=BK>?IB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=BK>?IB=?V=PBOF>I�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=BK>?IB=?V=AOFSB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �AFP>?IB=BK>?IB=?V=@I>PP�X;;1BJLQB"LJMRQBOZ��42!�"I>PP�42!�

2R?"I>PP�42!�/OLQL@LI��
x �AFP>?IB=BK>?IB=?V=MFA�X;;1BJLQB"LJMRQBOZ��5BKALO(#�/OLAR@Q(#��
x �AFP>?IB=BK>?IB=>II�X;;1BJLQB"LJMRQBOZ��
x �OBJLSB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �OBJLSB=?V=PBOF>I�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �OBJLSB=?V=AOFSB�X;;1BJLQB"LJMRQBOZ��#BSF@B�->JB��
x �OBJLSB=?V=@I>PP�X;;1BJLQB"LJMRQBOZ��42!�"I>PP�42!�2R?"I>PP�42!�

/OLQL@LI��
x �OBJLSB=?V=MFA�X;;1BJLQB"LJMRQBOZ��5BKALO(#�/OLAR@Q(#��
x �OBJLSB=>II�X;;1BJLQB"LJMRQBOZ��
x �OBJLSB=>II=@LKKB@QBA��0RFQ>�QLALP�ILP�AFPMLPFQFSLP�42!�@LKB@Q>ALP���
x �OBJLSB=>II=AFP@LKKB@QBA��1BQFO>O�QLALP�ILP�AFPMLPFQFSLP�42!�

ABP@LKB@Q>ALP��
�C4=B4��=IIE���C>GHD;I�C:I�JI>AH�JH749:K>8:H4K>:L�=IBA�	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

91
���

�

�

�>=42B0@�0�C=�58274@>�&,&'� �34�5>@<0�4FB4@=0��

x 42!#BSFBT�BUB��OBDCFIB��@�;EFSBP;2823$,��

2F�PB�R?F@>�42!#BSFBT�BK�BI�CF@EBOL�2823$,�S>�>�ABSLISBO�

AB�RK>�J\NRFK>�@ILK>A>�NRB�AFPMLPFQFSLP�QBK^>�@LKB@Q>ALP��IL�NRB�	���

OB>IFW>��BP�@>J?F>O�I>P�ORQ>P�MLONRB�KL�S>�>�@LFK@FAFO��

 I�BGB@RQ>O�I>�@LKPLI>�@JA��@LJL�RPR>OFL� AJFKFPQO>ALO��PB�

L?QFBKB� >RQLJ\QF@>JBKQB� AB� I>� J\NRFK>� NRB� AFPMLPFQFSLP� PB�

BK@LKQO>?>K�@LKB@Q>ALP��%FD�������	��

�	��
�86��
�
����DC:M>WC�6�JC�;>8=:GD�+1+,�%�9:�;DGB6�:MI:GC6��

�

2B�MRBAB�DO>?>O�QLA>�I>�FKCLOJ>@F`K�OB@LMFI>A>�BK�AFCBOBKQBP�

CLOJ>QLP��3>?I>�����	��

�	����



Evidencias digitales en la investigación informática forense 

92
�	�

�

�

'01;0�
����'E8>DC:H�9:��G676G�>C;DGB68>WC�9:�9>HEDH>I>KDH�-+�H�8DC�$UC:6�
9:��DB6C9DH��

�><0=3>� �4A2@8?28N=�

�PQBUQ��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�AB�QBUQL�KLOJ>I��

�PQ>?��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�AB�QBUQL�ABIFJFQ>AL�MLO�Q>?RI>ALOBP�

�P@LJJ>��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�AB�QBUQL�ABIFJFQ>AL�MLO�@LJ>P��

�PQ>?RI>O��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�AB�QBUQL�Q>?RI>O��

�PEQJI��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�'3,+��'LOFWLKQ>I	��

�PSBOEQJI��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�'3,+��5BOQF@>I	��

�PUJI��%FIBK>JB��
&R>OA>�I>�IFPQ>�AB�QLALP�ILP�AFPMLPFQFSLP�42!�BK�RK�
>O@EFSL�7,+��

�PLOQ��@LIRJK��

$PQ>�LM@F`K�AB�I^KB>�AB�@LJ>KALP�PB�MRBAB�RQFIFW>O�
@LK�LQO>P�LM@FLKBP�AB�DR>OA>O�M>O>�LOABK>O�MLO�I>�
@LIRJK>�ABPB>A>���

2F�KL�BPMB@FCF@>�BPQ>�LM@F`K��I>�IFPQ>�PB�@I>PFCF@>�AB�
>@RBOAL�@LK�BI�aIQFJL�QFML�NRB�E>�@OB>AL�ABPAB�I>�
FKQBOC>W�AB�RPR>OFL��$I�M>O\JBQOL��@LIRJK��MRBAB�
BPMB@FCF@>O�BI�^KAF@B�AB�@LIRJK>����M>O>�I>�MOFJBO>�
@LIRJK>����M>O>�I>�PBDRKA>�@LIRJK>��BQ@�	�L�BI�
KLJ?OB�AB�I>�@LIRJK>��@LJL��-LJ?OB�ABI�
AFPMLPFQFSL��V��#BP@OFM@F`K����

/RBAB�BPMB@FCF@>O�BI�@>O\@QBO�AB�MOBCFGL��[���MLO�
BGBJMIL���[�#BP@OFM@F`K�	�PF�ABPB>�LOABK>O�BK�LOABK�
ABP@BKABKQB��/RBAB�MLKBO�JaIQFMIBP���LOABK>O�BK�I>�
I^KB>�AB�@LJ>KALP�PF�ABPB>�LOABK>O�MLO�S>OF>P�
@LIRJK>P��
�
$GBJMILP��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

93
�
�

�

42!#BSFBT�BUB��PEQJI��C�;QBJM;RP?IFPQ�EQJI��
�PLOQ����PLOQ�[��

42!#BSFBT�BUB��PEQJI��C�;QBJM;RP?IFPQ�EQJI��
�PLOQ��3FML�AB�AFPMLPFQFSL����PLOQ��-LJ?OB�ABI�
AFPMLPFQFSL����

�KLPLOQ��
"R>KAL�BPMB@FCFNRB�BPQ>�LM@F`K�AB�I^KB>�AB�
@LJ>KALP��I>�IFPQ>�PB�DR>OA>O\�PFK�KFKDRK>�
LOABK>@F`K��

�#FPMI>V#FP@LKKB@QBA�
���Y����

$PMB@FCF@>�PF�PB�JRBPQO>K�ILP�AFPMLPFQFSLP�
ABP@LKB@Q>ALP������-L������2^���

�#FPMI>V-L/LOQ2BOF>I�
���Y����

$PMB@FCF@>�PF�PB�JRBPQO>K�ILP�AFPMLPFQFSLP�PFK�KaJBOL�
AB�MRBOQL���PBOFB������-L������2^��

�#FPMI>V-L#OFSBO����Y�
���

$PMB@FCF@>�PF�PB�JRBPQO>K�ILP�AFPMLPFQFSLP�PFK�
@LKQOLI>ALO������-L������2^��

�#FPMI>V'R?P����Y����
$PMB@FCF@>�PF�PB�JLPQO>O\K�ILP�@LK@BKQO>ALOBP�42!����
��-L������2^��

�1BQOFBSB42!/LTBO����
Y����

$PMB@FCF@>�PF�PB�OB@RMBO>�I>�FKCLOJ>@F`K�AB�I>�
>IFJBKQ>@F`K���SBOPF`K�42!��

�,>OH"LKKB@QBA#BSF@BP�
���Y����

$PMB@FCF@>�PF�J>O@>�ILP�AFPMLPFQFSLP�@LKB@Q>ALP��

�3O>V(@LK����Y����
$PMB@FCF@>�PF�PB�AB?B�FKF@F>O�42!#BSFBT�@LK�RK�
F@LKL�AB�?>KABG>��

� AA$UMLOQ'B>ABO+FKB�
���Y����

$PMB@FCF@>�PF�PB�AB?B�>DOBD>O�RK>�I^KB>�AB�BK@>?BW>AL�
>I�BUMLOQ>O�I>�FKCLOJ>@F`K�42!�>�RK�>O@EFSL�
ABIFJFQ>AL�MLO�@PS���Q>?��

�C4=B4��=IIE���C>GHD;I�C:I�JI>AH�JH749:K>8:H4K>:L�=IBA�
�	���

3LA>�I>�FKCLOJ>@F`K�NRB�PB�OB@LMFI`�PB�MRBAB�DR>OA>O�BK�RK>�

M\DFK>��EQJI��%FD�������	��V�AFPMLKBO�AB�J>KBO>�@BKQO>IFW>A>�L�BK�RK>�

>MIF@>@F`K�TB?��%FD�������	��



Evidencias digitales en la investigación informática forense 

94
���

�

�
�86��
�����!C;DGB68>WC�FJ:�H:�<J6G9:�:C�JC6�EQ<>C6� ,%$��	�	��

�

�
�86��
��	��!C;DGB68>WC�9:�;>8=:GDH�-+��:K>:L�<J6G9696�:C�JC6�EQ<>C6�

/:7��

�	�	�

+>�EBOO>JFBKQ>� @LJ?FK>A>� @LK� BI� SFPLO� AB� BSBKQLP� MBOJFQB�

@LKQOLI>O�I>P�CRD>P�AB�FKCLOJ>@F`K�V�NRB�>IDaK�RPR>OFL�PB�IIBSB�RK�

>O@EFSL�AB�I>�BJMOBP>��MLO�IL�NRB�PB�AB?BO^>�RQFIFW>O�RK>�QB@KLILD^>�

AB�M>DL�L�@LJBO@F>I��

42!#BSFBT�BUB��OBDCFIB�	�
��

�"�;TFKALTP;PVPQBJ��;@LKCFD;2823$,��

�

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

95
���

�


�
�����=3?>8=B�#@>B42B>@�

+>�EBOO>JFBKQ>�MOLSFBKB�AB�RK>�BJMOBP>�ORJ>K>��%FD�������	�	�
�

V� PB� MRBAB� ABP@>OD>O� ABPAB� BI� PFDRFBKQB� BKI>@B��

EQQM���TTT�BKAMLFKQMOLQB@QLO�@LJ��

�
�86��
��
�� :GG6B>:CI6�E6G6�K6G>DH�H>HI:B6H�DE:G6I>KDH��

�J:CI:��=IIE���LLL�:C9ED>CIEGDI:8IDG�:H��	����
�

+>� EBOO>JFBKQ>� BP�JRIQFMI>Q>CLOJ>� AFPB_>A>� M>O>�6FKALTP��

.2U��4?RKQR��LMBK242$��,>@��F.2�� KAOLFA��MO\@QF@>JBKQB�RK����

>� ���� AB� ILP� PFPQBJ>P� LMBO>QFSLP�� BP� AB@FO�� AFPMLKB� AB� ILP�

AFPMLPFQFSLP�NRB�OB@LKL@B�RP>OIL�BK�JLAL�E>OAT>OB�L�SFOQR>I��V�IL�	���

MOLQBDB��*:HDJGH:H�Ⱥ��6I6�+=::IH�

�EQQM���TTT�BKAMLFKQMOLQB@QLO�@LJ�PRMMLOQ�MAC�A>Q>PEBBQ�#>Q

>=2EBBQ=$KAMLFKQ=/OLQB@QLO=�="L2L2VP=$2�MAC	�� BPQB� BP� @>M>W�

AB�JLKFQLOB>O��3>?I>�����	�QLALP�ILP�AFPMLPFQFSLP�@LJL��



Evidencias digitales en la investigación informática forense 

96
��

�

'01;0�
����%DC>IDG>O68>WC�:C�BD9D�=6G9L6G:�D�K>GIJ6A�E6G6�ADH�9>HEDH>I>KDH��	����

#FPMLPFQFSLP�E>OAT>OB�L�SFOQR>IBP�
x #FPMLPFQFSLP�42!� x "IFBKQBP� AB� @LOOBL�

BIB@QO`KF@L��
x 4KFA>ABP�42!
��KLOJ>IBP��4�	� L�����.RQILLH�
x 3>OGBQ>P�AB�,BJLOF>��2#��"%��BQ@�	� L�����+LQRP�-LQBP�
x "#�#5#� L�����3ERKABO?FOA��BQ@��
x 0RBJ>ALOBP��FKQ���BUQ�	� x ->SBD>ALOBP�6B?�
x '##P�BUQBOKLP��FK@I��2 3 	� L�����(KQBOKBQ�$UMILOBO�
x (JMOBPLO>P� L�����%FOBCLU�
x 4KFA>ABP�%ILMMV�� L�����"EOLJB��BQ@��
x +B@QLOBP�AB�3>OGBQ>��FKQ���BUQ�	� x ,BKP>GBO^>�(KPQ>KQ\KB>��
x "\J>O>P�TB?� L�����2HVMB��BQ@��
x 3>OGBQ>P�AB�OBA�6F%F� L�����,F@OLPLCQ�

������"LJJRKF@>QLO�
x "\J>O>P�#FDFQ>IBP� L�����8>ELL�,BPPBKDBO��

������BQ@��
x F/ELKBP���F/>AP���F/LAP� x  MIF@>@FLKBP� AB� @LJM>OQFO�

>O@EFSLP�
x 2J>OQMELKBP�!I>@H!BOOV�/# P� L�����#OLM?LU�
x 4KFA>ABP�%FOB6FOB� L�����!FQ3LOOBKQ�
x 1BMOLAR@QLO� ,/��1BMOLAR@QLOBP�

,BAF>�
L�����*>W>>��BQ@��

x #FPMLPFQFSLP�!FLJ]QOF@LP� x .QO>P� MIF@>@FLKBP�
x #FPMLPFQFSLP�!IRBQLLQE� L����F3RKBP�
x 4KFA>ABP�9(/� L����2>JPRKD�*FBP�
x 3>OGBQ>P�$UMOBPP��22#	� L����6FKALTP�#5#�

�����,>HBO�
x 42!�FK>I\J?OF@L� L����3LQ>I�"LJJ>KABO�
x /RBOQL�2BOFB� L����%FIB9FII>�
x /I>@>�3BBKPV�� L����3B>J�5FBTBO�
x #FPMLPFQFSLP� AB� >IJ>@BK>JFBKQL�

/","( �
L����$>PV+L@H��V�
�����JR@ELP�J>P�

�C4=B4��
=IIE���LLL�>G:D�8DB�;>A:69B>C�9D8H�9D8JB:CI68>DC49:4EGD9J8IDH�8DHDHNH�
�6I6H=::I4�C9ED>CI4(GDI:8IDG4��E9;�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

97
���

�

 @QR>IJBKQB�BUFPQB�RK>�S>OFBA>A�AB�EBOO>JFBKQ>P�NRB�?OFKA>K�

PBDROFA>A� BK� QBJ>P� AB� >RAFQLO^>P� M>O>� QLALP� ILP� CF@EBOLP� AB� RK>�	���

BJMOBP>��BP�@RBPQF`K�AB�FKSBOPF`K�V�NRB�MOLAR@QLP�MOBCFBO>�>ANRFOFO�

BI�>AJFKFPQO>ALO���

�


������@B4502B>A�G�2>=B@0A4M0A�
�	���


���	����80;C?0AA�

2B�IL�MRBAB�ABP@>OD>O�ABPAB���

�EQQM���KFOPLCQ�KBQ�RQFIP�AF>IRM>PP�EQJI	�� BPQB� >OQBC>@QL� MBOJFQB�

BUQO>BO�QLA>P�I>P�@LKBUFLKBP�AB�>@@BPL�OBJLQL�AB�RK>�J\NRFK>��MLO�

BGBJMIL�� PF� RK� >AJFKFPQO>ALO�AB�RK>� BJMOBP>� E>� OBKRK@F>AL� V� PB�	��

ABP@LKL@BK�I>P�@LKQO>PB_>P��PB�MOL@BAB�>�I>�@>G>�AB�EBOO>JFBKQ>P�BK�

ALKAB�PB�BGB@RQ>�I>�>MIF@>@F`K�V�>RQLJ\QF@>JBKQB�BK�I>�M>KQ>II>�PB�S>�

>�BUMLKBO�BI�RPR>OFL�V�I>�@LKQO>PB_>��%FD�������	��

�
�86��
������GI:;68ID��>6AJE6HH��	����

�C4=B4��=IIE���C>GHD;I�C:I�JI>AH�9>6AJE6HH�=IBA�
�



Evidencias digitales en la investigación informática forense 

98
���

�


���
��!4BE>@:�#0AAE>@3�%42>D4@G�

2B�IL�MRBAB�ABP@>OD>O�ABPAB���

�EQQM���KFOPLCQ�KBQ�RQFIP�KBQTLOH=M>PPTLOA=OB@LSBOV�EQJI	�� PB�	���

MRBABK� L?QBKBO� I>P� @LKQO>PB_>P� AB� OBA�� I>P� SB@BP� KB@BP>OF>P�

RQFIFW>KAL� I>� EBOO>JFBKQ>� -BQTLOH� />PPTLOA� 1B@LSBOV� NRB�

MBOJFQFO\� I>� OB@RMBO>@F`K� AB� I>P� @LKQO>PB_>P� AB� OBA� �%FD�� �����	��

PFBJMOB�V�@R>KAL�BPQ]K�>IJ>@BK>A>P�BK�BI�BNRFML�>�BGB@RQ>O���

�	����
�86��
������GI:;68ID�&:ILDG@�(6HHLDG9�*:8DK:GN��

�C4=B4��=IIE���C>GHD;I�C:I�JI>AH�C:ILDG@4E6HHLDG94G:8DK:GN�=IBA�
�


������ 4AA4=#0AA�

2B�IL�MRBAB�ABP@>OD>O�ABPAB���	���

�EQQM���KFOPLCQ�KBQ�RQFIP�JPM>PP�EQJI	�� PB� MRBABK� BUQO>BO� I>P�

@LKQO>PB_>P� AB� ,BPPBKDBO��  J]OF@>� +FSB�� 8>ELL� �%FD�� �����	��

$SFABKQBJBKQB�PB�AB?B�QBKBO�>@@BPL�C^PF@L�>�I>�J\NRFK>�L�OBJLQL�

@LK�>IDRK>�@LKBUF`K�>AJFKFPQO>QFS>��BI�,BPPBK/>PP�MBOJFQFO\�BUQO>BO�

BI�RPR>OFL�V�I>�@LKQO>PB_>���	����



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

99
����

�

�
�86��
�����GI:;68ID�%:HH:C(6HH��

�C4=B4��=IIE���C>GHD;I�C:I�JI>AH�BHE6HH�=IBA�
�


�����!0D4603>@4A�	���

+LP� K>SBD>ALOBP� TB?� �%FD�� �����	�� MLPBBK� I>P� ORQ>P� AB� ILP�

AFCBOBKQBP� PFPQBJ>P� LMBO>QFSLP� V� SBOPFLKBP� MLPQBOFLOBP�� ALKAB� PB�

IL@>IFW>� ILP� K>SBD>ALOBP� AB� FKQBOKBQ� @LJL� "EOLJB�� $UMILOBO��

%FOBCLU�� V� >I� RQFIFW>O� RK>� EBOO>JFBKQ>� BPMB@^CF@>� PB� L?QBKAO\� I>P�

@LKQO>PB_>P�>IJ>@BK>A>P�BK�ILP�JFPJLP��	����

�
�86��
�����&6K:<69DG:H�9:�>CI:GC:I��

�


���	���7@><4����

�	���
�86��
�����&6K:<69DG��=GDB:��

�



Evidencias digitales en la investigación informática forense 

100
����

�

�=��8=CF�

��'LJB�����42$1����@LKCFD���DLLDIB@EOLJB���#BC>RIQ���/OBCBOBK@BP�

�	����

�=� 02"&�+�

���4PBOP�����42$1���+F?O>OV��� MMIF@>QFLK�2RMMLOQ���&LLDIB���"EOLJB���

#BC>RIQ���/OBCBOBK@BP�

�

�=�*8=3>EA�+#�	���

�"��;�#L@RJBKQP�>KA�2BQQFKDP�;���42$1- ,$��;�"LKCFDRO>@F`K�IL@>I�;�

#>QLP�AB�MOLDO>J>�;�&LLDIB�;�"EOLJB�;�4PBO�#>Q>�;�#BC>RIQ�;�/OBCBOBK@BP�

�=�*8=3>EA�)8AB0�G�D4@A8>=4A�?>AB4@8>@4A�

"��;�4PBOP�;���RPBOK>JB��;� MM#>Q>�;�+L@>I�;�&LLDIB�;�"EOLJB�;�#>QLP�AB�RPR>OFLP�

;�#BC>RIQ�;�/OBCBOBK@BP�	�	��

�


���
��8�F?;>@4���

�
�86��
�����&6K:<69DG�!CI:GC:I��MEADG:G��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

101
����

�

�=�*8=3>EA�������4AB>A�0@278D>A�4AB0@J=�C18203>A�4=�;>A�	�	�

A86C84=B4A�;C60@4A��

���2VPQBJAFO�;�3BJMLO>OV�(KQBOKBQ�%FIBP�;�"LKQBKQ�($2�

���;�"LLHFBP�PVPQBJAFO�

����2VPQBJAFO�;�'FPQLOF>�;�'FPQLOV�FB���

�	�
��

�=�*8=3>EA� 
����+#� ;0A� C182028>=4A� 34� ;>A� 0@278D>A� 70=�

20<1803>��

���2VPQBJAFO�;�#L@RJBKQP�>KA�2BQQFKDP�;���RPBOK>JB��;�+L@>I�2BQQFKDP�;�

3BJMLO>OV�(KQBOKBQ�%FIBP�;�"LKQBKQ�($2�

���2VPQBJAFO�;�#L@RJBKQP�>KA�2BQQFKDP�;���RPBOK>JB��;�"LLHFBP�	�
�

���2VPQBJAFO�;�#L@RJBKQP�>KA�2BQQFKDP�;���RPBOK>JB��;�"LKCFDRO>@FLK�

IL@>I�;�'FPQLOF>�;�EFPQLOV�FB��

�

�=�*8=3>EA�)8AB0�����

��2VPQBJAFO�;�4PBOP�;���RPBOK>JB��;� MM#>Q>�;�+L@>I�;�,F@OLPLCQ�;�	����

6FKALTP�;�3BJMLO>OV�(KQBOKBQ�%FIBP�;�

���2VPQBJAFO�;�4PBOP�;���RPBOK>JB��;� MM#>Q>�;�+L@>I�;�,F@OLPLCQ�;�

6FKALTP�;�3BJMLO>OV�(KQBOKBQ�%FIBP�;�;�+LT��



Evidencias digitales en la investigación informática forense 

102
��	�

�

(KQBOKBQ�$UMILOBO�FDR>IJBKQB�J>KQFBKB�OBDFPQOLP�AB�EFPQLOF>I�AF>OFLP��

PBJ>K>IBP�V�JBKPR>IBP�NRB� PB� BK@RBKQO>K�BK� I>P� @>OMBQ>P� A]����	���

PVPQBJAFO�;�#L@RJBKQP�>KA�2BQQFKDP�;��

�


�������8@45>F���

�

�86��
�����&6K:<69DG��>G:;DM��	����

�

��=��8=CF�

���ELJB��42$1��JLWFII>��CFOBCLU��/1.%(+$�ABC>RIQ�MI>@BP�PNIFQB�

�

�=� 02"&�+�	���

��4PBOP��42$1�+F?O>OV� MMIF@>QFLK�

2RMMLOQ�%FOBCLU�/OLCFIBP��/1.%(+$�ABC>RIQ�MI>@BP�PNIFQB�

�=�*8=3>EA�+#�

"�;#L@RJBKQP>KA2BQQFKDP;�42$1- ,$�; MMIF@>QFLK#>Q>;,LWFII>;%FOBCL

U;/OLCFIBP;�/1.%(+$��ABC>RIQ;MI>@BP�PNIFQB�	���
�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

103
��
�

�

��=�*8=3>EA�)8AB0����

"�;4PBOP;�42$1- ,$�; MM#>Q>;1L>JFKD;,LWFII>;%FOBCLU;/OLCFIBP;�

/1.%(+$��ABC>RIQ;MI>@BP�PNIFQB�

�


��� �4@@0<84=B0A� ?0@0� ;0� >1B4=28N=� 34� 2>=B@0A4M0A� 4=� ;>A�	��

=0D4603>@4A�


��	��*41�@>EA4@#0AA)84E�

+>�EBOO>JFBKQ>��

�EQQM���TTT�KFOPLCQ�KBQ�RQFIP�TB?=?OLTPBO=M>PPTLOA�EQJI	���

MBOJFQB� P>?BO� A`KAB� PB� BK@RBKQO>K� I>P� ORQ>P� V� I>� R?F@>@F`K� M>O>�	����

L?QBKBO�I>P�@LKQO>PB_>P��

�

 ABJ\P�� OB@LKL@B� QLA>P� I>P� @LKQO>PB_>P� NRB� PB� E>K�

FKQOLAR@FAL�V�I>P�NRB�BI�RPR>OFL�E>�DR>OA>AL��MLO�BGBJMIL��@R\KAL�

PB� FKF@F>� RK>� PBPF`K� BK� RK>� PFQFL� L� >MIF@>@F`K� TB?� >M>OB@B� RK>�	���

SBKQ>K>� PLIF@FQ>KAL� dABPB>�DR>OA>O� I>�@LKQO>PB_>��� I>�MO`UFJ>�SBW�

NRB�FKDOBPB�PB�>IJ>@BK>O\�I>P�@LKQO>PB_>P��%FD�������	��



Evidencias digitales en la investigación informática forense 

104
����

�

�
�86��
����� :GG6B>:CI6�/:7�GDLH:G(6HH.>:L�E6G6�D7I:C:G�A6H�8DCIG6H:V6H��

�	����


��
�� 08;#0AA)84E�

+>�EBOO>JFBKQ>�,>FI/>PP5FBT���

�EQQM���TTT�KFOPLCQ�KBQ�RQFIP�J>FIMS�EQJI	� MBOJFQB� L?QBKBO� I>P�

@LKQO>PB_>P�ABI�.RQILLH��BP�AB@FO��PF�PB�E>�@>J?F>AL�I>�@LKQO>PB_>�V�

PB� ABP@LKL@B� I>� JFPJ>�� BPQ>� RQFIFA>A� MBOJFQB� @LKPBDRFO� I>P�	���

@LKQO>PB_>P�ABI�RPR>OFL��%FD�������	��

�
�86��
��	�� :GG6B>:CI6�%6>A�(6HH.>:L�E6G6�D7I:C:G�8DCIG6H:V6H�9:A�

'JIADD@��
�C4=B4��=IIE���LLL�C>GHD;I�C:I�JI>AH�B6>AEK�=IBA�	����

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

105
����

�


����� 4B030B>A�

+LP�JBQ>A>QLP�BP�I>�FKCLOJ>@F`K�NRB�PB�BK@RBKQO>�IL@>IFW>A>�

ABKQOL� AB� RK� >O@EFSL� V� NRB� BPQ\� L@RIQ>� �%FD�� �����	�� MLO� BGBJMIL��

@R>KAL�PB�S>�>�RK�>O@EFSL�V�PB�BGB@RQ>�(GDE>:969:H�IRBDL�>��:I6AA:H�V�	���

PB�@LIL@>�)J>I6G�(GDE>:969:H���

�
�86��
��
�� :GG6B>:CI6�FJ:�E:GB>I:�D7I:C:G�A6�>C;DGB68>WC�9:�B:I696IDH�FJ:�

:HIQ�9:CIGD�9:�JC�6G8=>KD��

�	����

"LK�AFCBOBKQBP�RQFIFA>ABP�MLO�BGBJMIL��"����PB�BJMIB>�J\P�

M>O>�'>@HFKD�NRB�M>O>�%LOBKPB	��PB�MLAO^>�L?QBKBO�FKCLOJ>@F`K�AB�

ILP�JBQ>A>QLP�AB�RK�>O@EFSL��BP�AB@FO��MBOJFQB�L?QBKBO�RK�AFOB@QLOFL�

V�BUQO>BO�QLALP�ILP�JBQ>A>QLP�AB�ILP�CF@EBOLP�@LJL��>RQLO��@R>KQ>P�



Evidencias digitales en la investigación informática forense 

106
���

�

OBSFPFLKBP�PB�E>K�EB@EL��PF�E>�BUFPQFAL�>IDaK�QFML�AB�JLAFCF@>@F`K��	���

@R>KAL�PB�EFWL�I>�JLAFCF@>@F`K��%L@>�IL�ABSLISBO\�AFOB@Q>JBKQB��

�


������>2C<4=B� 4B030B0��FB@02B8>=�

$K� BI� PFDRFBKQB� BKI>@B� PB� R?F@>K� S>OF>P� EBOO>JFBKQ>P� �%FD��

�����	��NRB�BUQO>BO\K�JBQ>A>QLP�AB�>O@EFSLP���	����

EQQM���TTT�CLOBKPF@PTFHF�LOD�TFHF�#L@RJBKQ=,BQ>A>Q>=$UQO>@Q

FLK�

�
�86��
����� :GG6B>:CI6�E6G6�D7I:C:G�ADH�%:I696IDH��

�	���


�����224A>A�38@42B>A�

$PQ>�EBOO>JFBKQ>�PB�MRBAB�ABP@>OD>O�AB��

��EQQM���TTT�JFQB@�@W�TC>�EQJI	�� BP� RK� @LKGRKQL� AB� QLA>P� I>P�

EBOO>JFBKQ>P�NRB�PB�E>K�SFPQL�BK�BI�MOBPBKQB�IF?OL��MLO�BGBJMIL��PB�

?RP@>� JFKF>QRO>P� AB� &LLDIB�� JFKF>QRO>P� AB� !>PBP� AB� #>QLP�� BI�	�	��

/OBCBQ@E�� V� IL� NRB� PB� S>� >� >K>IFW>O� BP�  @@BPLP� #FOB@QLP	� BI�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

107
����

�

(KABU�# 3�� I>� />MBIBO>�� RK>� EBOO>JFBKQ>� NRB� >K>IF@B� ILP� >@@BPLP�

AFOB@QLP��2ELOQ@RQ� K>IFWBO	��

�

/BOJFQB� L?QBKBO� ILP� >@@BPLP� AFOB@QLP�� >I� BGB@RQ>O� BI� >O@EFSL�	�	�

6% �BUB��$K�RK>�J\NRFK>�@ILK>A>�PLI>JBKQB�PB�E>O^>�BI�JLKQ>GB�

SFOQR>I��BP�AB@FO��AFOFDFOPB�>�I>�@>OMBQ>�V�PBIB@@FLKB�I>�ORQ>�AB�BPQ>��BI�

PFPQBJ>�LMBO>QFSL�NRB�PB�QFBKB�S>�>�E>@BO�RK�OB@LOOFAL�MLO�QLA>�I>�

1 ,��%FD�������	��

�	�
��
�86��
����� :GG6B>:CI6�/���E6G6�D7I:C:G�ADH�688:HDH�9>G:8IDH��

�

4K�688:HD�9>G:8ID�>�RK>�>MIF@>@F`K�L�>�RK�A>QL��PFDKFCF@>�NRB�KL�

QBKAO\� NRB� AFOFDFOPB� >� I>� ORQ>� ABI� LOFDFK>I�� $KQLK@BP� PF� >IDRFBK�



Evidencias digitales en la investigación informática forense 

108
����

�

ABPFKPQ>I>�RK�MOLDO>J>�MRBAB�L@ROOFO�NRB�BI�>@@BPL�AFOB@QL�KL�PB�	�
�

?LOOB� L� NRB� LQOL� RPR>OFL� BP@LG>� RK� MOLDO>J>� V� IL� PRMOFJ>�

J>KR>IJBKQB�V� ILP�>@@BPLP�AFOB@QLP�PB�NRBA>K��4K�>@@BPL�AFOB@QL�

>P^�NRBAB�ER]OC>KL�S>�>�MBOJFQFO�P>@>O�ILP�JBQ>A>QLP�NRB�@LKQBK^>�

AB� I>� >MIF@>@F`K�LOFDFK>I��MLO�BGBJMIL�� PF�RK�>O@EFSL� �IKH�@LKQFBKB�

FKCLOJ>@F`K��QFBKB�QLALP�ILP�JBQ>A>QLP�@LK�ILP�>O@EFSLP�NRB�ILP�@OB`�	����

L�I>�>MIF@>@F`K�NRB�ILP�DBKBO`��

�

+>�%FD���������FIRPQO>�I>�FKCLOJ>@F`K��PL?OB�A`KAB�BPQ\�R?F@>AL�

BI�>O@EFSL�LOFDFK>I��V�JRBPQO>�BK�ABQ>IIB�I>�FKCLOJ>@F`K�@LJL��CB@E>�

AB�@OB>@F`K��CB@E>�AB�BP@OFQRO>��@R>KAL�PB�>@@BAF`�MLO�aIQFJ>�SBW�>�	���

I>�>MIF@>@F`K��@LKSFOQF]KALPB�BK�RK�QBJ>�AB�MOLMFBA>A�FKQBIB@QR>I���

�
�86��
����-7>868>WC�9:�ADH�688:HDH�9>G:8IDH�:�>C;DGB68>WC�G:A:K6CI:�E6G6�:A�

6CQA>H>H�9:�ADH�688:HDH�9>G:8IDH��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

109
����

�

�	����

#B�FDR>I�J>KBO>�>I�JFPJL�QFBJML��PB�FKCLOJ>O\�BK�ALKAB�BPQ\�

I>�@>OMBQ>�R?F@>A>��BP�AB@FO�6FKALTP�%FIB� K>IFWBO��QFBKB�I>�CRK@F`K�

AB� >K>IFW>O� ILP� >@@BPLP� AFOB@QLP�� �%FD�� �����	�� 2F� QFBKB� >@@BPL� >� I>�

@>OMBQ>�1BDFPQBO�FDR>IJBKQB�PB�MRBAB�L?QBKBO�QLA>�I>�FKCLOJ>@F`K���

�	���
�86��
�����-7>868>WC�:M68I6�9:�ADH�6G8=>KDH�JI>A>O6C9D�/>C9DLH��>A:�

�C6A>O:G��



Evidencias digitales en la investigación informática forense 

110
����

�


����� 8'42���<08;��8AB>@G��@>EA4@�

�
�86��
������88:HD�6A�=>HIWG>8D�9:A�8DGG:D�EDG�B:9>D�9:�%>,:8��
B6>A� >HIDGN�	���

�GDLH:G��

�

/BOJFQB� >@@BABO� >I� EFPQLOF>I� ABI� @LOOBL� .RQILLH� $UMOBPP��

6FKALTP� ,>FI�� 6FKALTP� +FSB� ,>FI�� ,LWFII>� 3ERKABO?FOA�� V�

MLPF?FIFQ>�SFPR>IFW>O�ILP�@LOOBLP�PFK�BKQO>O�BK�BI�CF@EBOL��%FD�������	��	��

IL�NRB�OB>IFW>�BP�RK>�BUQO>@@F`K��

�
�86��
������88:HD�6A�=>HIWG>8D�9:�8DGG:D�9:�'JIADD@��MEG:HH	�/>C9DLH�
%6>A	�/>C9DLH�$>K:�%6>A	�%DO>AA6�,=JC9:G7>G9�N�K>HJ6A>O6�ADH�8DGG:DH�H>C�

:CIG6G�:C�:A�;>8=:GD��	����



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

111
����

�

�

2F� BI� RPR>OFL� KL� BPQ\� RQFIFW>KAL� BI� @LOOBL�� PB� OB>IFW>� RK>�

BUQO>@@F`K�BK�JLAL�IB@QRO>��BSFABKQBJBKQB�PB�L?QFBKB�I>P�@>?B@BO>P�

V�PB�MLAO\�L?PBOS>O��@LOOBLP��CB@E>P��Q>J>_LP�NRB�PB�@LKPFDRB�ABI�

EFPQLOF>I��BP�JRV� FJMLOQ>KQB�PF� PB�BK@RBKQO>�RK� Q@M�V�KL�PB�ABPB>�	���

>?OFOIL�SBO�I>P�@>?B@BO>P�V�BIBDFO�ILP�@LOOBLP�KB@BP>OFLP��

�

$K�OBPRJBK�PL?OB�ILP� OQBC>@QLP��PB�ABPQ>@>�1BD1FMMBO��MLO�

PR�SBOP>QFIFA>A� >� I>�ELO>� AB�M>OPB>O� @R>INRFBO� CF@EBOL�ABI� OBDFPQOL��

6FKALTP� 1B@LSBOV� 1BDFPQOV� MLO� PBO� PFJMIB�� MBOJFQB� FJMOFJFO�	����

M>KQ>II>P�NRB�ILP�RPR>OFLP�L?PBOSBK�V�KL�>@@BAB�>�RK�FKQ]OMOBQB�AB�

RK�>O@EFSL��!RIH�$UQO>@QLO�MLO�PR�M>OQB�BSFQ>�?RP@>O�@LP>P�NRB�BPQ]K�

BK�BI�AFP@L�AROL��MLO�BGBJMIL�@LOOBLP�BIB@QO`KF@LP��PL?OB�I>�/>MBIBO>�

AB� 1B@F@I>GB� PB� BKC>QFW>� PR� RQFIFA>A� MLONRB� KL� E>V� JR@E>P�

EBOO>JFBKQ>P� NRB� MBOJFQBK� OB@RMBO>O� CF@EBOLP� ?LOO>ALP�� BQ@��� IL�	���

FJMLOQ>KQB� BP� P>?BO� I>� CRK@F`K� AB� I>� EBOO>JFBKQ>�� BI� /OBCBQ@E�

CRK@FLK>�M>O>�QLAL�BI�QBJ>�AB�MOLMFBA>A�FKQBIB@QR>I��/LO�LQO>�M>OQB��

BI� 42!#BSFBT� BK� @LJ?FK>@F`K� @LK� LQO>P� EBOO>JFBKQ>P�� MBOJFQB�

QBKBO� RK� @LKQOLI� BUE>RPQFSL� AB� IL� NRB� E>V� BK� I>P�J\NRFK>P�� MLO�

BGBJMIL�� BK� @R>KQL� >� I>P� CRD>P� AB� FKCLOJ>@F`K�� >P^� @LJL� ILP�	����



Evidencias digitales en la investigación informática forense 

112
��	�

�

 OQBC>@QLP�V�"LKQO>PB_>P��#F>IRM>PP��-BQTLOH�/>PPTLOA�1B@LSBOV��

,BPPBKDBO��,BPPBK/>PP�V�->SBD>ALOBP��BI�6B?!OLTPBO/>PP5FBT�V�

QBJ>P�AB�@LOOBL�,>FI/>PP5FBT��@LJL�,BQ>A>QLP�PB�ABPQ>@>�2ELOQ@RQ�

 K>IFWBO��BK�I>�@R>I�PB�L?PBOS>�I>�@>KQFA>A�AB� OQBC>@QLP�NRB�BPQ\K�

BK�CRK@FLK>JFBKQL��	���

�


������@4028N=�34�C=�'8<4;8=4�

4K>� ;L=40�34�B84<?>�BP�RK>�CLOJ>�AB�MI>PJ>O�RK>� IFPQ>�AB�

BSBKQLP�BK�LOABK�@OLKLI`DF@L��>�SB@BP�ABP@OFQL�@LJL�RK�EFQL�ABI�

MOLVB@QL��$P�Q^MF@>JBKQB�RK�AFPB_L�DO\CF@L�NRB�JRBPQO>�RK>�I^KB>�	����

@LK� >KLQ>@FLKBP� AB� CB@E>P�� GRKQL� >� ILP� BSBKQLP� J>O@>ALP� BK� ILP�

MRKQLP� ALKAB� E>?O^>K� L@ROOFAL�� MLO� BGBJMIL�� PB� E>� OB>IFW>AL� RK�

SF>GB�� V� PB� QFBKBK� EFQLP� AB� ALKAB� PB� ABQRSFBOLK�� BK� ALKAB� PB�

>IFJBKQ>OLK��ALKAB�PB�OB>IFW`�RK>�II>J>A>�AB�QBI]CLKL��BK�NR]�IRD>O�

PB�@>OD`�I>�D>PLIFK>��$PQLP�@LOOBPMLKABK�>�AFCBOBKQBP�EFQLP�BK�RK>�	���

@OLKLILD^>�AB�QFBJML��%FD�������	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

113
��
�

�

�
�86��
����� >IDH�9:�JC6�E:GHDC6�E6G6�>G�9:A�(6GFJ:�+:HFJ>8:CI:C6G>D�6�A6�

�+('� ��
�J:CI:��=IIE���LLL�B6EH9>G:8I>DCH�>C;D�B6E:6
B>
GJI6��	����

�
�

2B� AFPMLKB� AB� RK>� @>OQ>� CFDRO>QFS>� @LJL� I>� NRB� RQFIFW`�

->MLIB`K�!LK>M>OQB��%FD�������	��M>O>�I>P�?>Q>II>P�V�BPQO>QBDF>P�NRB�

FJMIBJBKQ>?>��>P^�PB�QBK^>�ABCFKFAL�RK>�I^KB>�AB�QFBJML�BPQ>?IB@FA>�	���

NRB� BPMB@FCF@>?>�� ALKAB� M>O>?>�� ALKAB� QBK^>� NRB� @LJBO�� ALKAB�

@LOOBPMLKA^>� >Q>@>O� V� BSFABKQBJBKQB� >I� QO>PMLOQ>O� ILP� A>QLP� >I�

JRKAL� >@QR>I� MBOJFQB� @LKL@BO� ILP� MRKQLP� @OLKLI`DF@LP� NRB�

L@RM>OLK��



Evidencias digitales en la investigación informática forense 

114
����

�

�
�86��
�����6GI6�;><JG6I>K6�JI>A>O676�&6EDA:WC�E6G6�ID96H�HJH�76I6AA6H��
�C4=B4��
=IIEH���JEAD69�L>@>B:9>6�DG<�L>@>E:9>6�8DBBDCH������%>C6G9�EC<�
�	�	��

">?B�FKAF@>O�NRB��>I�M>P>O�BPQLP�A>QLP�>�AFDFQ>I��L�>I�JRKAL�AB�

ILP� LOABK>ALOBP�� PB� QBKAO\� RK� QFJBIFKB�� BPMB@FCF@>KAL� @R>KAL�

FKDOBP`��NRB�M>^PBP�V�NRB�CB@E>P��%FD�������	��

�
�86��
�	��$UC:6�9:�,>:BED�D��GDCD<G6B6�E6G6��>I69:A�7DIC:I�8DC�8A6K:�9:�	�	�

688:HD���������������
�C4=B4��
=IIE���D6�JEB�:H���������(��4��-�*�'4*-!24�2'�*�4�
���E9;�
�	�
��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

115
����

�

�

4K� QFJBIFKB� PB� IL� MRBAB� BCB@QR>O� AB� CF@EBOLP�� MBOJFPLP��

RPR>OFLP�� ,\PQBO� %FIB� 3>?IB� �3>?I>� ,>BPQO>� AB�  O@EFSLP	�� MLO�

BGBJMIL��PB�S>�>�OB>IFW>O�I>�@OB>@F`K�AB�RK�QFJBIFKB�@LK�$U@BI��M>O>�

ILP�@R>I�PB�AB?B�QBKBO�BK�@RBKQ>�I>P�SBKQ>G>P�B� FK@LKSBKFBKQBP�� ILP�	�
�

A>QLP�NRB�MBOJFQBK�OB@LDBO�I>�FKCLOJ>@F`K�V�OB>IFW>O�@\I@RILP�PLK��

x /LPF?FIFA>A�FKCFKFQ>�AB�@\I@RIL�

x &O\CF@LP�

x $PQ>A^PQF@>P�

x /OLDO>J>@F`K�	����

x (KQBDO>@F`K�

�

 IDRKLP�FK@LKSBKFBKQBP�NRB�PB�MLAO\K�L?PBOS>O�PLK��

x +FJFQ>@F`K�>�ILP�OB@ROPLP�MLO�E>OAT>OB�

x -L�BP�RK>�?>PB�AB�A>QLP��>P^�NRB�BI�FK@LKSBKFBKQB�BP�QO>?>G>O�@LK�	���

RK>�I^KB>�AB�QFBJML�JRV�DO>KAB��

x +FJFQ>@F`K�MLO�ELG>�����������CFI>P�MLO��������@LIRJK>P��

�



Evidencias digitales en la investigación informática forense 

116
���

�

�94<?;>��$UQO>BO�RK�IFPQ>AL�AB�QLALP�ILP�PR?AFOB@QLOFLP�ABI�AFP@L�

AROL�� @LJL� PB� FKAF@>� BK� I>� %FD�� ������� BP� AB@FO� PB� RQFIFW>� I>�	����

@LJ?FK>@F`K� AB� QB@I>P�“�N”� IL� NRB� MBOJFQFO\� L?QBKBO� NRF]K� BP� BI�

MOLMFBQ>OFL�ABI�CF@EBOL�>P^�@LJL�CFIQO>O�MLO�CB@E>P�V�PB�DR>OA>O\K�BK�

RK�>O@EFSL�NRB�PB�II>J>�OBPRIQ>AL�QUQ��>P^�NRB�RK>�SBW�NRB�PB�MLPB>�

BPQB�CF@EBOL�BK�$U@BI��PB�AFPMLKB�AB�RK>�Q>?I>�AFK\JF@>�NRB�BK� I>�

M>OQB� FWNRFBOA>� PB� II>J>� (KCLOJB� AB�  @QFSFA>A� �$QFNRBQ>P� AB� CFI>��	���

"RBKQ>�AB�%F@EBOL	��V�BK�I>�M>OQB�ABOB@E>�PB�AFPMLKB�I>�DO\CF@>�AB�

@R>KQLP� AJFKFPQO>ALOBP��CF@EBOLP�V�QLQ>IBP�PB�QFBKB��QLAL�BPQL�BP�RK�

QFJBIFKB�?\PF@L�MBOL�JRV� CRK@FLK>I� V� PB� MLAO\�R?F@>O�J>@OLP� >P^�

@LJL�I>�LM@F`K�(JMOFJFO��

�	���
�86��
�
��$>HI69D�9:�JC�I>B:A>C:�:A�9>H8D�9JGD�9:�ID9DH�ADH�HJ79>G:8IDG>DH�:C�

�M8:A��

��

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

117
����

�

�� �����������������������������#R'(�"�����	��

�

�%� �*"%���"%�!&��

4K�CO>JBTLOH�CLOBKPB�BP�RK�BKQLOKL�AB�QO>?>GL�NRB�AFPMLKB�

AB�RQFIFA>ABP�V�MOLDO>J>P�@LK�L?GBQL�AB�C>@FIFQ>O�I>�Q>OB>�CLOBKPB��BK�

QLALP� PRP� >PMB@QLP� @LJL�� >ANRFPF@F`K�� MOBPBOS>@F`K� V� >K\IFPFP�	����

�&BOSFII>�1FS>P������	��5>OFLP�AB� ILP� CO>JBTLOH�PB�LCBOQ>K�@LK�BI�

@`AFDL�CRBKQB�V�BI�IBKDR>GB�AB�MOLDO>J>@F`K�BK�/VQELK��

�

��	���868B0;��>@4=A82A��@0<4E>@:�

$I� CO>JBTLOH� J\P� @LKL@FAL� BP� BI� #FDFQ>I� %LOBKPF@P�	���

%O>JBTLOH� �TTT�AFDFQ>ICLOBKPF@�LOD	�� AFPMLKB� AB� ALP� SBOPFLKBP��

RK>� DO>QRFQ>� �%FD�� ����	� V� LQO>� AB� M>DL� NRB� AFPMLKB� AB� PLMLOQB� V�

MBOJFQB��BK�QLAL�JLJBKQL��QO>?>G>O�BK�RK�BKQLOKL�DO\CF@L�BK�?>PB�

>�@LJ>KALP�V�?LQLKBP�M>O>�MLABO�E>@BO�RK>�>ANRFPF@F`K�AB�RK�AFP@L�

AROL�� NRB� PB� MRBAB� @ILK>O�� E>@BO� OBSFPF`K� M>O>� SBO� BI� PFPQBJ>� AB�	����

CF@EBOLP�V�?RP@>O�ILP�EFSB��



Evidencias digitales en la investigación informática forense 

118
����

�

�
�86����	���><>I6A��DG:CH>8H��G6B:LDG@��

�J:CI:��LLL�9><>I6A
;DG:CH>8�DG<�
�	���

��
���+?;82>�

$I�CO>JBTLOH�7MIF@L��TTT�UMIF@L�LOD	��KLP�MBOJFQB�@>MQRO>O�

BI�QO\CF@L�AB�OBA��%FD������	��

7MIF@L�BP�RK�CO>JBTLOH�NRB�MBOJFQB�L?QBKBO�AB�RK�QO\CF@L�AB�

OBA�ILP�@LOOBLP�BIB@QO`KF@LP�NRB�@FO@RI>K��%FD������	��RK>�BPMB@FB�AB�	����

CFIQO>AL�V�BK�@LKPLI>�DO\CF@L�PB�FIRPQO>�BI�OBPRIQ>AL��

�
�86����
���G6B:LDG@�0EA>8D��
�C4=B4��=IIE���LLL�MEA>8D�DG<��

�	���

$I� OBPRIQ>AL� >I� OB>IFW>O� @LK� BI� CO>JBTLOH� 7MIF@L� PB� MLAO\�

L?PBOS>O�I>�FKCLOJ>@F`K�@I>PFCF@>A>�AB�I>P�M\DFK>P�TB?��ILP��EQJI��I>P�

FJ\DBKBP�NRB�@FO@RI>K�MLO�I>�OBA�@LJL�SFABLP��>RAFL��CQM��>P^�@LJL�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

119
����

�

DBLIL@>IFW>OIL� �%FD�� ����	�� 2B� FK@LOMLO>� RK� P@OFMQ� NRB� MBOJFQB�

@LKSBOQFO�>�CF@EBOL��HJI�M>O>�BGB@RQ>OIL�ABPAB�KBQTLOHFKD���	����

�
�86�������!CI:G;6O�0EA>8D��

�C4=B4��=IIE���LLL�MEA>8D�DG<�LE

8DCI:CI�JEAD69H�������ML>4:B6>AH4A>HI�EC<�

�	���

�
�86��������:DAD86A>O68>WC�8DC�0EA>8D��
�C4=B4��=IIE���LLL�MEA>8D�DG<�LE


8DCI:CI�JEAD69H�������ML>4<:DB6E�EC<�
�



Evidencias digitales en la investigación informática forense 

120
����

�

�������CB>?AG�

+>� EBOO>JFBKQ>�  RQLMPV� �TTT�PIBRQEHFQ�LOD�>RQLMPV�	�� BP�

RK>�MI>Q>CLOJ>�CLOBKPB�AFDFQ>I�B�FKQBOC>W�DO\CF@>�AB�3EB�2IBRQE�*FQ�V�

LQO>P�EBOO>JFBKQ>P�CLOBKPBP�AFDFQ>IBP��$P�RQFIFW>A>�MLO�ILP�BK@>OD>ALP�
����

AB�E>@BO�@RJMIFO�I>�IBV��JFIFQ>OBP�V�BU>JFK>ALOBP�@LOMLO>QFSLP�M>O>�

FKSBPQFD>O�IL�NRB�PR@BAF`�BK�RK>�@LJMRQ>ALO>��(K@IRPL�MRBAB�RP>OIL�

M>O>� OB@RMBO>O� CLQLP� AB� I>� Q>OGBQ>� AB� JBJLOF>� AB� PR� @\J>O>�

�2IBRQE*FQ RQLMPV�� ����	�� PR� RPL� BP� ABPQFK>AL� BK� BI� PFPQBJ>�

LMBO>QFSL�+FKRU��%FD�������V�%FD������	��
���

�
�86������ :GG6B>:CI6��JIDEHN��

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

121
����

�

�
�86��������CQA>H>H�8DC��JIDEHN��

�
�

 RQLMPV�BK�6FKALTP��%FD������	��QFBKB�I>P�FJ\DBKBP�@ILK>A>P�V�
�	��

PB�MRBAB�L?PBOS>O�I>�BPQOR@QRO>�AB�AFOB@QLOFLP�@LJL�PF�CRBO>�RK�%3*�

V�>DORM>O��BP�AB@FO�PB�MRBAB�BUQO>BO�MLO�QFML�AB�CF@EBOLP��FJ\DBKBP��

SFABLP��>RAFL��@>M>W�AB�MOB�SFPR>IFW>O�V�?RP@>O�QLA>�FKCLOJ>@F`K�M>O>�

BUQO>BO�ILP�?LLHJ>OHP��@LLHFBP��BI�EFPQLOF>I�AB�TB?��I>P�ABP@>OD>P�NRB�

PB� E>K� OB>IFW>AL� ABPAB� BPB� LOABK>ALO� L� J\NRFK>� @ILK>A>�� ILP�
�	�

AL@RJBKQLP� OB@FBKQBP�� ILP� MOLDO>J>P� FKPQ>I>ALP� V� @LK� RK�

SFPR>IFW>ALO� EBU>AB@FJ>I�� >P^� PB� MLAO\� FO� @OB>KAL� V� DBKBO>KAL�

FKCLOJBP�L�OBMLOQBP��



Evidencias digitales en la investigación informática forense 

122
��	�

�

�
�86��������JIDEHN�:C�/>C9DLH��

�C4=B4��=IIE���LLL�HA:JI=@>I�DG<�6JIDEHN�>B6<:H�K��DK:GK>:L�EC<�

�

������)>;0B8;8BG�
�
��

$P�RK>�@LIB@@F`K�AB�EBOO>JFBKQ>P��

�EQQM���TTT�SLI>QFIFQVCLRKA>QFLK�LOD���	�� FJMIBJBKQ>AL� BK�

/VQELK� ?>GL� I>� &-4� �%FD�� ����	�� M>O>� I>� BUQO>@@F`K� AB� OB@ROPLP�

AFDFQ>IBP�AB�I>�JBJLOF>�SLI\QFI��1 ,	��

�
�
�

+>P� Q]@KF@>P� AB� BUQO>@@F`K� PB� OB>IFW>K� @LJMIBQ>JBKQB�

FKABMBKAFBKQB�ABI�PFPQBJ>�NRB�BPQ\�PFBKAL�FKSBPQFD>AL��MBOL�LCOB@BK�

SFPF?FIFA>A�ABI�BPQ>AL�AB�BGB@R@F`K�ABI�PFPQBJ>��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

123
��
�

�

�
�86�������.DA6I>A>IN��
����

�J:CI:��=IIE���LLL�KDA6I>A>IN;DJC96I>DC�DG<��
�

$P� RK� CO>JBTLOH� NRB� PLI>JBKQB� BP� @>M>W� AB� >K>IFW>O� I>�

JBJLOF>�1 ,��CRK@FLK>�M>O>�AFCBOBKQBP�PFPQBJ>P�LMBO>QFSLP��%FD��

����	��JRV�>JMIFL��
���

�
�86�������!BQ<:C:H�9:�/>C9DLH	�%��	�$>CJM	��C9GD>9��

�C4=B4��=IIEH���<>I=J7�8DB�KDA6I>A>IN;DJC96I>DC�KDA6I>A>IN�L>@>�
�

5LI>QFIFQV�KL�BP�DO\CF@L��>I�BGB@RQ>O�BI�SLI>QFIFQV�GRKQ>JBKQB�@LK�
����

BI�IBKDR>GB�AB�MOLDO>J>@F`K�/VQELK�con “f”�NRB�PFDKFCF@>�BUQO>BO�

I>P�@>O>@QBO^PQF@>P�ABI�CF@EBOL�AB�JBJLOF>�“SLI�MV” V�P>@>O�BI�\O?LI�

AB�MOL@BPLP���

"LK� SLI>QFIFQV� PB� BUQO>B� AFOB@Q>JBKQB� I>� FKCLOJ>@F`K� AB� RK�

CF@EBOL�AB�JBJLOF>��%FD�������	��
���



Evidencias digitales en la investigación informática forense 

124
����

�

�
�86����	����?:8J8>WC�9:�.DA6I>A>IN��

�C4=B4���JGHD�9:�!C;DGBRI>86�;DG:CH:�>�:K>9TC8>:H�9><>I6AH	�G:6A>O696�EDG�(:9GD�
+QC8=:O��DG9:GD	�-C>K:GH>I6I�*DK>G6�>�.>G<>A>	��6I6AJCN6
�HE6V6	������
�
���

+>� FKCLOJ>@F`K� OBIBS>KQB� PB� MRBAB� IL@>IFW>O� BK� BI� PFDRFBKQB�

BKI>@B��

EQQM���@LKBUFLKFKSBOP>�?ILDPMLQ�@LJ�BP���������CLOBKPF@P@LK

SLI>QFIFQV�EQJI�

$KQOB� I>P� @>O>@QBO^PQF@>P� NRB� PB� MRBABK� BUQO>BO� BPQ\K� I>P�
��

PFDRFBKQBP��

x /OL@BPLP�NRB�PB�BPQ>?>K�BGB@RQ>KAL��

x 3FML�AB�PFPQBJ>��CB@E>�V�ELO>��

x /RBOQLP�>?FBOQLP��

x /RBOQLP�@LKB@Q>ALP��
����

x "I>SBP�ABI�OBDFPQOL�RQFIFW>A>P�BK�ILP�MOL@BPLP��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

125
����

�

x ,`ARILP�ABI�*BOKBI��

x $UQO>@@F`K�AB�BGB@RQ>?IBP��

x ,>M>�C^PF@L�AB�LCCPBQP�>�AFOB@@FLKBP�SFOQR>IBP��

x #FOB@@FLK>JFBKQL�AB�JBJLOF>�MLO�MOL@BPL��
���

x #++P�@>OD>A>P�MLO�MOL@BPL��

x %F@EBOLP�@>OD>ALP�MLO�MOL@BPLP��

�

$K�@LK@IRPF`K��E>V�S>OFLP�CO>JBTLOHP�BK�BKQLOKL�DO\CF@L��AB�

ILP� @R>IBP� PB� JBK@FLK>K� ILP� J\P� RQFIFW>ALP�� PFK� BKQLOKL� DO\CF@L��
����

5LI>QFIFQV�PB�RQFIFW>�BK�QBJ>P�AB�>ANRFPF@F`K�V�>K\IFPFP�AB�JBJLOF>��

#FDFQ>I�%LOBKPF@P�%O>JBTLOH�BP�RQFIFW>AL�M>O>�QBJ>P�AB�QO\CF@L�AB�

OBA��7MIF@L�M>O>�QLAL�IL�OBCBOBKQB�>�6FKALTP��

�

�����%4�0;;� 4<>@G��>@4=A82��@0<4E>@:����
���

�TTT�OBH>IICLOBKPF@�@LJ	�� BP� RK� CO>JBTLOH� CLOBKPB� AB�

JBJLOF>� NRB� MOLMLO@FLK>� RK>� PLIR@F`K� FKQBDO>I� M>O>� ILP� NRB�

OBPMLKABK�>�FK@FABKQBP�V�>K>IFPQ>P�CLOBKPBP��#BPAB�EBOO>JFBKQ>P�AB�

>ANRFPF@F`K� AB� S>KDR>OAF>� E>PQ>� BI� CO>JBTLOH� AB� >K\IFPFP� AB�

JBJLOF>� AB� @`AFDL� >?FBOQL� J\P� >S>KW>AL�� 1BH>II� BP� I>� aKF@>�
����



Evidencias digitales en la investigación informática forense 

126
���

�

EBOO>JFBKQ>� AB� >K\IFPFP� AB�JBJLOF>� AB� @`AFDL� >?FBOQL� NRB� MRBAB�

CRK@FLK>O� @LK� BI� >O@EFSL� AB� M\DFK>� AB� 6FKALTP� V� ILP� >O@EFSLP�

>PFDK>ALP��%FD�������	��

�

1BH>II� FDR>IJBKQB� FK@IRVB� RK>� PLIR@F`K� AB� >ANRFPF@F`K�
���

@LJMIBQ>� �BK� BI� @LJMIBJBKQL� >CC�>@NRFOB	� NRB� MBOJFQB� I>�

>ANRFPF@F`K� ABI� >O@EFSL� AB� M>DFK>@F`K� V� QLALP� ILP� >O@EFSLP�

J>MB>ALP�OBIBS>KQBP��IL�E>@B�>I�BGB@RQ>O�RK>�ORQFK>�AB�QOF>DB�ARO>KQB�

I>�>ANRFPF@F`K��#>OHKBQ������	���

�
����
�86����		��*:#6AA�%:BDGN��DG:CH>8��G6B:LDG@��
�C4=B4��=IIE���LLL�G:@6AA
;DG:CH>8�8DB��

�

������ 8<8:0BH�

,FJFH>QW� �EQQM���?ILD�DBCKQFIHFTF�@LJ�JFJFH>QW	�� BP� RK�
���

CO>JBTLOH� NRB� MBOJFQB� QO>?>G>O� �%FD�� �����	�� MBOL� RQFIFW>KAL� RK�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

127
����

�

BKQLOKL�MOLMFL��JRV�M>OB@FAL�>�5LI>QFIQFQV�NRB�BUQO>B�MOL@BPLP�AB�

JBJLOF>�� L?QFBKB� @LKQO>PB_>P�� BQ@�� $P� RK� CO>JBTLOH�� NRB� S>� >�

MBOJFQFO�L?QBKBO�FKCLOJ>@F`K�JRV�OBIBS>KQB��

�
	���
�86����	
��%>B>@6IO��

�C4=B4��=IIE���7AD<�<:CI>A@>L>�8DB�B>B>@6IO�
�

�

������!4BE>@: 8=4@�
������
	��

4K>�O>J>�AB�I>�FKCLOJ\QF@>�CLOBKPB�PB�BK@>OD>�ABI�BPQRAFL�AB�

I>P� @LJRKF@>@FLKBP� V� OBABP�� @LK� BI� CFK� AB� ILDO>O� RK>� @>MQRO>� AB�

QO\CF@L��OBDFPQOLP�V�>K\IFPFP�AB�BSBKQLP�AB�OBA�M>O>�ABP@R?OFO�BI�LOFDBK�

AB�RK�FK@FABKQB�L�>Q>NRB�L�PBO�RQFIFW>AL�IRBDL�@LJL�BSFABK@F>�AFDFQ>I�

�/>RP�� ����	�� $PQB� >K\IFPFP� MRBAB� PBO� OB>IFW>AL� BK� QFBJML� OB>I� L�
		��

JBAF>KQB�BI�>K\IFPFP�AB�ILP�>O@EFSLP�@>MQRO>ALP���@>MP	�� �M>OQFO�AB�

BPQB�BPQRAFL�PB�MRBABK�BKQBKABO�@>O>@QBO^PQF@>P�AB�I>�OBA��NRFBK�BPQ\�

RP\KALI>�� FABKQFCF@>O�MF@LP�AB� QO\CF@LP�� >@QFSFA>A�J>IF@FLP>��RPL�AB�

MOLQL@LILP�FKPBDROLP�L�@R>INRFBO�@LJMLOQ>JFBKQL�>K`J>IL��



Evidencias digitales en la investigación informática forense 

128
����

�

�
		�

$K�PR�MOFJBO>�SBOPF`K��-BQTLH,FKBO�PB� FKPQ>RO`�@LJL�RK>�

AB� I>P� EBOO>JFBKQ>P� J\P� RQFIFW>A>P� M>O>� BI� PKFCCFKD� V� >K\IFPFP� AB�

@>MQRO>P�BK�AFPQFKQ>P�BKQFA>ABP� GRAF@F>IBP�V�"$13�ABI�JRKAL��$K�

BPQ>�aIQFJ>�SBOPF`K�������>DOBD>�LQO>P�CRK@FLK>IFA>ABP��%FD�������	��

�
	
��
�86����	���$D<DI>ED�&:ILDG@%>C:G�����

�

$I� BKQLOKL� ABMBKAFBKAL� ABI� >J?FBKQB� BK� NRB� PB� OB>IF@B� I>�

@>MQRO>��PB�MLAO\K�MI>KQB>O�AFPQFKQLP�BP@BK>OFLP��BK�L@>PFLKBP�PBO\�

KB@BP>OFL�RQFIFW>O�AFPMLPFQFSLP�NRB�MLPB>K�/LOQ�,FOOLOFKD�L�2/ -�
	
�

�BK�MI>Q>CLOJ>P�"FP@L	��DBKBO>KAL�RK� 1/�MLFPLKFKD�L�RQFIFW>KAL�

RK�3 /�AB�OBA��

�

2F� BP� RPR>OFL� AB� ,F@OLPLCQ� 6FKALTP� PB� MRBAB� ABP@>OD>O�

�EQQMP���TTT�KBQOBPB@�@LJ��ALTKIL>A�-BQTLOH,FKBO	�� V� BP�
	���

KB@BP>OFL�QBKBO�NRB�instalar “.NET Framework 3.5”. Esta aplicación 

PB�MRBAB�BGB@RQ>O�BK�+FKRU��,>@�.2�7�V�%OBB!2#��TBIFSBPB@ROFQV��

����	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

129
�	��

�

�94<?;>�� 1B>IFW>O� RK� >K\IFPFP� CLOBKPB� AB� OBABP� @LK� 6FOBPE>OH��

-BQTLOH,FKBO�����M>O>�>K>IFW>O�RK�>O@EFSL�/" /��@LJL�PB�FKAF@>�
	��

BK�I>�%FD���������PB� ILDO>O\�@>MQRO>O�BI�QO\CF@L�AB�I>�OBA��PKFCCBO	��PB�

RQFIFW>O\�I>�EBOO>JFBKQ>�6FOBPE>OH��

�
�86����	��� :GG6B>:CI6�/>G:H=6G@��

�
	���

(KF@F>IJBKQB��PB�PBIB@@FLK>�I>�FKQBOC>W�AB�OBA�V�>I�A>O�@IF@�PL?OB�

+I6GI��%FD�������	��



Evidencias digitales en la investigación informática forense 

130
�	��

�

�
�86����	�� :GG6B>:CI6�/>G:H=6G@�:C�6G8=>KD�E86E��

�
	��

/>O>�DBKBO>O�KRBPQOL�>O@EFSL�/" /��MOBPFLK>JLP�PL?OB� �V�

M>O>�ABQBKBO�I>�@>MQRO>�AB�M>NRBQBP�MRIP>JLP� ��FKJBAF>Q>JBKQB�

PB�QB@IB>�%FIB�Ⱥ�2>SB�L�2>SB� P����V�PB�L?QFBKB�BI�>O@EFSL�/" /��

�

4K>�SBW� PBIB@@FLK>A>� I>� FKQBOC>W�NRB� PB� S>� >�RQFIFW>O�M>O>� I>�
	��

@>MQRO>��PB�R?F@>K�PL?OB�-BQTLOH,FKBO��%FIB�Ⱥ�.MBK��PB�PBIB@@FLK>�

BI� >O@EFSL� V� IL� >?OBK�� +>� EBOO>JFBKQ>� MOL@BABO\� >� >K>IFW>OIL� V� PB�

MLAO\� JLPQO>O� I>� FKCLOJ>@F`K� ABQ>II>A>�� @LJL� PB� >ASFBOQB� BK� I>�

PFDRFBKQB�FJ>DBK��%FD�������	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

131
�	��

�

�
	�
�86����	��� :GG6B>:CI6�&:ILDG@%>C:G��

�
�

 I�@LKPRIQ>O�I>�BQFNRBQ>�#-2�PB�MRBAB�L?PBOS>O�I>P�MBQF@FLKBP�

NRB�PB�E>K�OB>IFW>AL�PL?OB�I>�OBA��IL�@R>I�MRBAB�PBO�JRV�aQFI�M>O>�BI�
	���

>K\IFPFP�AB�J>IT>OB��@LJL�MLO�BGBJMIL�BK�I>�ABQB@@F`K�AB�M>KBIBP�

AB�@LKQOLI�BPQ>KAL�BK�MOBPBK@F>�AB�RK�?LQ��%FD�������	��

�
�86����	����CQA>H>H��&+�:C�&:ILDG@%>C:G��

�
	��



Evidencias digitales en la investigación informática forense 

132
�		�

�

2FK� BJ?>ODL�� PF� PB� >K>IFW>K� ILP� >O@EFSLP�/" /�NRB� MRBABK�

@LKQBKBO�J>IT>OB��PB�OB@LJFBKA>�IIBS>O�>�@>?L�BI�>K\IFPFP�PL?OB�>IDaK�

LQOL�PFPQBJ>�LMBO>QFSL�NRB�KL�PB>�BK�BI�NRB�PB�BGB@RQ>�BI�J>IT>OB��BP�

AB@FO��J>VLOJBKQB�BK�MI>Q>CLOJ>P�+FKRU��

�
	���

$K� I>� PLI>M>� AB� >KLJ>I^>P� PB� MLAO\� BK@LKQO>O� FKCLOJ>@F`K�

JRV�S>IFLP>�NRB�MRBAB�>VRA>O�>I�>K>IFPQ>�>�ABAR@FO�O\MFA>JBKQB�AB�

NR]�CLOJ>�PR@BAF`�RK�ABQBOJFK>AL�FK@FABKQB��$K�I>�PLI>M>�%FIBP�PB�

BK@RBKQO>K� QLALP� ILP� CF@EBOLP� NRB� PB� BPQ\K� BGB@RQ>KAL� BK� BPB�

JLJBKQL��%FD�������	��
	��

�
�86����	����CQA>H>H��>A:H�:C�&:ILDG@%>C:G��

�

$PQ>�SBOPF`K� Q>J?F]K�MBOJFQB�BK@LKQO>O�ABKQOL�AB� I>�PLI>M>�

M>O\JBQOLP� FKCLOJ>@F`K� OBCBOFA>� >� J]QLALP� AB� MBQF@F`K� '33/��
	���



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

133
�	
�

�

@`AFDLP� AB� BPQ>AL� '33/� AB� OBPMRBPQ>�� @>?B@BO>P�'33/� V� 2,!�

�OB@ROPLP�@LJM>OQFALP	���%FD�������	��$PQL�MLAO^>�A>OKLP�FKAF@FLP�AB�

RK>�CRD>�AB�FKCLOJ>@F`K�L�FK@IRPFSB�AB�>IDaK�@`AFDL�J>IF@FLPL�@LJL�

BI�O>KPLJT>OB�NRB�BPQ]�@FCO>KAL�OB@ROPLP�@LJM>OQFALP��

�
	��
�86����	����CQA>H>H�E6GQB:IGDH�:C�&:ILDG@%>C:G��

�

2B�MRBAB�@LK@IRFO�NRB��BK�ABQBOJFK>A>P�L@>PFLKBP�ILP�>K>IFPQ>P�

AB�OBA�PB�BK@RBKQO>K�@LK�RK�MOL?IBJ>�AB�@>MQRO>P�AB�DO>K�Q>J>_L��

IL�@R>I�E>@B�JRV�@LJMIBG>�I>�Q>OB>�AB�SFPR>IFW>O�AB�CLOJ>�@I>O>�QLALP�
	���

ILP�M>O\JBQOLP��$PQ>�EBOO>JFBKQ>�OBPRIQ>�M>OQF@RI>OJBKQB�aQFI�V�\DFI�

AB?FAL�>�NRB�BI�RPL�AB�@LIRJK>P�LOABK>�QLA>�I>�FKCLOJ>@F`K��3>KQL�

M>O\JBQOLP�V�#-2�@LJL�JBKP>GBP�V�PBPFLKBP�MRBABK�SFPR>IFW>OPB�

C\@FIJBKQB��#B�BPQB�JLAL��BPQ>�EBOO>JFBKQ>�PB�MOBPBKQ>�@LJL�RK>�



Evidencias digitales en la investigación informática forense 

134
�	��

�

BU@BIBKQB� LM@F`K� >� LQO>P� >MIF@>@FLKBP� @LJL� 6FOBPE>OH�� !OL� L�
	��

7MIF@L��

 �



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

135
�	��

�

�� �����������������������������#R'(�"��)�

�

��%%� ��!'�&�#�%���+'%����S!�������

���

 � "%���)"�Q'���

+>� JBJLOF>� BP� RK� BIBJBKQL� �>RKNRB� BP� SLI\QFI	� NRB� S>� >�

MOLMLO@FLK>O�PRCF@FBKQB�FKCLOJ>@F`K�>�I>�ELO>�AB�?RP@>O�BSFABK@F>P��

3LAL� PB� @BKQO>IFW>� BK� I>� JBJLOF>� �2\K@EBW� "LOABOL�� "LKBUF`K�

(KSBOP>������	��MLO�BGBJMIL��PF�PB�BP@OF?B�RK>�Q>OB>��PF�PB�OB>IFW>�RK�

��

@\I@RIL� L� PF� PB� >?OB� RK� CF@EBOL� DO>KAB�� QLAL� BPQL� PB� DO>?>O\�

>RQLJ\QF@>JBKQB�BK�I>�JBJLOF>��>M>OQB�AB�NRB�PB�BK@RBKQOB�BK�BI�

AFP@L�AROL���

�

4KL�AB� ILP� MOL?IBJ>P�J\P� OBIBS>KQBP� M>O>� I>P� FJ\DBKBP� AB�

	��

JBJLOF>��BP�@LJMOL?>O�NRB�I>�FJ>DBK�PB�E>�@OB>AL�@LOOB@Q>JBKQB��

BP�AB@FO��I>�SBOFCF@>@F`K�NRB�OBCIBG>�BI�@LKQBKFAL�>@QR>I�AB�I>�JBJLOF>�

BK� BI� JLJBKQL� AB� PR� @OB>@F`K�� BI� >K\IFPFP� AB� I>� JBJLOF>� MRBAB�

OBSBI>O� PF� ILP� @LKQBKFALP� AB� I>� FJ>DBK� PLK� @LKPFPQBKQBP� @LK� I>�

AFPMLPF@F`K� @LKL@FA>� V� I>� BPQOR@QRO>� AB� RK� PFPQBJ>� LMBO>QFSL�

	�

ABQBOJFK>AL��MBOL�KL�PB�MRBAB�OBPMLKABO�PF� I>� FJ>DBK�OBCIBG>�@LK�



Evidencias digitales en la investigación informática forense 

136
�	�

�

MOB@FPF`K�BI�PFPQBJ>�AB� I>�NRB�CRB� QLJ>A>��@LJL�BP�BI�MOL@BPL�AB�

OB@LMFI>@F`K�AB�FKCLOJ>@F`K��M>O>�BPL�PB�L?PBOS>O\K�>IDRKLP�QFMLP�

AB�Q]@KF@>P��

�


��

��	���0� 4<>@80�

4KL�AB�ILP�MOL?IBJ>P�J\P�>@R@F>KQBP�M>O>�I>P�FJ\DBKBP�AB�ILP�

AFP@LP�AROLP�AB�JBJLOF>�BP�@LJMOL?>O�NRB�I>�FJ>DBK�ABI�AFP@L�PB�

E>�@OB>AL�@LOOB@Q>JBKQB��BP�AB@FO�BI�>K\IFPFP�AB� I>�JBJLOF>�MRBAB�

OBSBI>O� PF� ILP� @LKQBKFALP� AB� I>� FJ>DBK� PLK� @LKPFPQBKQBP� @LK� I>�


�

AFPMLPF@F`K� @LKL@FA>� V� I>� BPQOR@QRO>� AB� RK� PFPQBJ>� LMBO>QFSL�

ABQBOJFK>AL��

�

��
���'K2=820A�34�D>;203>�
�

���

$KQOB�I>P�AFCBOBKQBP�Q]@KF@>P�AB�SLI@>AL�PB�MRBABK�JBK@FLK>O��

x 4QFIFW>@F`K�AB�CF@EBOLP�AB�M>DFK>@F`K�L�EF?BOCFI�PVP��$PQB�>O@EFSL�

PB�MRBAB�>K>IFW>O�V�ABP@LJMOFJFO�M>O>�L?QBKBO�I>�FJ>DBK�AB�

JBJLOF>��

x 5LI@>AL�+FSB*#�MLO�RPL�AB�EBOO>JFBKQ>P��

��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

137
�	��

�

x ,LLK2LIP�#RJM(Q�BP�RK>�CRPF`K�AB�TFK��AA�V�TFK��AA�BK�RK�

BGB@RQ>?IB�� BP� AB@FO� >I� OB>IFW>O� PLI>JBKQB� AL?IB� @IF@� PL?OB� BI�

BGB@RQ>?IB�BP�PRCF@FBKQB�M>O>�DBKBO>O�RK>�@LMF>�AB�I>�JBJLOF>�

C^PF@>� BK� BI� AFOB@QLOFL� >@QR>I��#RJM(Q� BP� I>� RQFIFA>A� MBOCB@Q>�

M>O>� ABPMIBD>O� BK� RK>� II>SB� 42!�� RK>� O\MFA>� LMBO>@F`K� AB�

���

OBPMRBPQ>�>�FK@FABKQB��

x 5LI@>ALP�MLO�C>IIL�@LKCFDRO>KAL�BI�PFPQBJ>�LMBO>QFSL�M>O>�@OB>O�

RK� SLI@>AL� AB� JBJLOF>� @LJMIBQ>� AB� 6FKALTP� �Q>J?F]K�

@LKL@FA>�@LJL�M>KQ>II>�>WRI�L�HBOKBI�M>KF@	�

�

��

�������4@@0<84=B0A�34�D>;203>�34�<4<>@80�
�

����	���C<?8B�

#RJM(Q� L� ,LLK2LIP� 6FKALTP� ,BJLOV� 3LLIHFQ� BP� I>�

EBOO>JFBKQ>�M>O>�QLJ>O�JRBPQO>P�AB�I>�JBJLOF>�1 ,�BK� J?FBKQBP�

��

6FKALTP��>�AFCBOBK@F>�AB�6FK/,$,��#RJM(3�BP�AB�M>DL��>RKNRB�

QFBKB�RK>�SBOPF`K�DO>QRFQ>�IFJFQ>A>�M>O>�PFPQBJ>P�AB����?FQP��%FD������	��



Evidencias digitales en la investigación informática forense 

138
�	��

�

�
�86����	�� :GG6B>:CI6��JBE!I��

�

�

#RJMFQ� MBOJFQB� E>@BO� RK� SLI@>AL� AB� I>� JBJLOF>� 1 ,� V�

@LKSBOQFOI>�BK�RK�CF@EBOL�� IRBDL�PB�M>OPB>�M>O>�@LKSBOQFOI>�BK�>IDL�

IBDF?IB��BP�AB@FO��MOFJBOL�E>@B�RK�SLI@>AL�V�IL�@LKSFBOQB�BK�>O@EFSL�

�EQQM���TTT�JLLKPLIP�@LJ������������JLLKPLIPARJMFQ

DLBPJ>FKPQOB>J�	��BI�SLI@>AL�AB�JBJLOF>�PB�OB>IFW>O\�PFBJMOB�BK�

���

RK� BNRFML� BK@BKAFAL�� I>�JBJLOF>� QFBKB� RK>� IFJFQ>@F`K�� KL� BP� IL�

JFPJL���&!�NRB���3BO>��%FD������	��$K�I>�KR?B�PB�MLAO\�E>@BO�RK�

SLI@>AL�AB�JBJLOF>��PLI>JBKQB�PF�PB�QFBKB�RK�MBOJFPL�GRAF@F>I���

�
�86����
���?:8J8>WC�9:��JBE>I��

��

�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

139
�
��

�

 I�L?PBOS>O��:HI>C6I>DC�BP�I>�ORQ>�AB�ALKAB�PB�E>�BGB@RQ>AL��V�

ALKAB� PB� R?F@>� '(# +&.
�	���		����
��O>T� �>_LJBPA^>� –�

ELO>ABIPFPQBJ>	�� V� PF� PB� ABPB>� @LKQFKR>O��al pulsar “y” OBQLOK>�RK�

SLI@>AL�AB�JBJLOF>��$I�Q>J>_L�ABI�>O@EFSL�PBO\�MOLMLO@FLK>I�>�I>�

���

JBJLOF>�1 ,��MRBP�BP�RK�MOL@BAFJFBKQL�M>O>�OB>IFW>O�RK�SLI@>AL�

AB�JBJLOF>��3LAL�PB�OB>IFW>�BK�JLAL�AB�@LJ>KAL�M>O>�IL�@R>I�PB�

MRBAB� E>@BO� P@OFMQFKD�� BP� AB@FO� MBOJFQB� LMQFJFW>O� V� L?QBKBO� BI�

volcado de memoria “'(# +&.��������070328.raw”� �%FD��

����	��

��

�
�86��������MIG688>WC�9:A�6G8=>KD�G6L�9:A�KDA869D�9:�B:BDG>6��

�

%FK>IJBKQB�PB�MRBAB�L?PBOS>O�BI�SLI@>AL�AB�JBJLOF>�BK�RK�>O@EFSL�

'(# +&.���������������O>T��%FD������	�

���



Evidencias digitales en la investigación informática forense 

140
�
��

�

�
�86�������.DA869D�9:�B:BDG>6��

�

����
��%0<�0?BC@4@�

�EQQM���ALTKIL>A�@KBQ�@LJ�!BIH>PLCQ1 ,">MQROBO��

��

?FQ���������=����������EQJI	�� CRK@FLK>� BK� JLAL� DO\CF@L� V�

QBUQL��BK�A`KAB�PB�S>�>�OB>IFW>O�BI�SLI@>AL��%FD������	��

�
�86������.DA869D�9:�B:BDG>6�8DC�*6B�6EIJG:G��

�

���

 I�OBPBOS>O�RK�BPM>@FL�BK�BI�AFP@L�AROL�V�SLI@>O�BK�BPB�BPM>@FL��

>IDRK>P� SB@BP� E>@B� RK>� M>O>A>� V� PF� IL� E>@B� BP� PL?OBP@OF?F]KALIL��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

141
�
��

�

E>@F]KALIL� J\P� O\MFAL�� PB� @LJMIBQ>� V� CFK>IJBKQB� PB� L?QFBKB� BI�

CF@EBOL�BK�JBJLOF>��%FD������	��

�

��
�86��������>8=:GD�9:�B:BDG>6�B:B�8DC�*6B�6EIJG:G��

�

��������'���<064@�;8B4�

%3*�(J>DBO�AB� @@BPP#>Q>�BP�RK>�EBOO>JFBKQ>�M>O>�OB>IFW>O�

O]MIF@>P� V� SFPR>IFW>@F`K� MOBSF>� AB� A>QLP�� I>� @R>I� MBOJFQB� RK>�
����

BS>IR>@F`K� O\MFA>� AB� BSFABK@F>� BIB@QO`KF@>� M>O>� ABQBOJFK>O� PF� PB�

D>O>KQFW>�RK�>K\IFPFP�MLPQBOFLO�@LK�RK>�EBOO>JFBKQ>�CLOBKPB�@LJL�

 @@BPP#>Q>� %LOBKPF@� 3LLIHFQ�� %3*� (J>DBO� Q>J?F]K� MRBAB� @OB>O�

@LMF>P�MBOCB@Q>P��FJ\DBKBP�CLOBKPBP	�AB�A>QLP�AB�@LJMRQ>ALO>�PFK�

OB>IFW>O�@>J?FLP�BK�I>�BSFABK@F>�LOFDFK>I��$C4H030��
�	����
���

�

$P�FJMLOQ>KQB�JBK@FLK>O�BI�RPL�AB�RK�?ILNRB>ALO�AB�BP@OFQRO>�

>I�RQFIFW>O�%3*�(J>DBO�M>O>�@OB>O�I>�FJ>DBK�CLOBKPB�ABPAB�RK�AFP@L�

AROL� R� LQOL� AFPMLPFQFSL� BIB@QO`KF@L�� $PQL� >PBDRO>� NRB� BI� PFPQBJ>�



Evidencias digitales en la investigación informática forense 

142
�
	�

�

LMBO>QFSL�KL�>IQBO>O\�I>�RKFA>A�CRBKQB�LOFDFK>I�@R>KAL�PB�IB�>AGRKQB�
�	��

>�I>�@LJMRQ>ALO>��

�

/>O>�MOBSBKFO� I>�J>KFMRI>@F`K�>@@FABKQ>I�L� FKQBK@FLK>I�AB� I>�

BSFABK@F>�LOFDFK>I��%3*�(J>DBO�OB>IFW>�RK>�FJ>DBK�ARMIF@>A>�?FQ�>�

?FQ�ABI�JBAFL��+>�FJ>DBK�CLOBKPB�BP�FA]KQF@>�BK�@R>INRFBO�CLOJ>�>I�
�	�

LOFDFK>I�� FK@IRVBKAL� BPM>@FL� AB� ELIDRO>� L� OBPFAR>I� V� BPM>@FL� PFK�

>PFDK>O� L� BPM>@FL� IF?OB� AB� I>� RKFA>A�� $PQL� MBOJFQB� >IJ>@BK>O� BI�

JBAFL�LOFDFK>I�BK�RK�IRD>O�PBDROL�AB�A>_L�JFBKQO>P�PB�MOL@BAB�@LK�

I>� FKSBPQFD>@F`K� RQFIFW>KAL� I>� FJ>DBK� CLOBKPB� �1B8#B2�� ����	��2B�

MRBAB�ABP@>OD>O�ABPAB���
�
��

EQQM���TTT�>@@BPPA>Q>�@LJ�PRMMLOQ�MOLAR@QALTKIL>AP�� >I�

BGB@RQ>O�%3*��%FD������	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

143
�

�

�

�
�86������� :GG6B>:CI6��,#�!B6<:G�A>I:��

�
�
�

 I� OB>IFW>O� RK� @IF@� PL?OB� %FIB�Ⱥ� ">MQROB� ,BJLOV…�Ⱥ�

�:HI>C6I>DC�(6I=�Ⱥ�!C8AJ9:�E6FJ:;>A:�Ⱥ��6EIJG:�%:BDGN��BP�AB@FO�PB�QFBKB�

AFCBOBKQBP�EBOO>JFBKQ>P�NRB�MBOJFQBK�BK�RK�JLJBKQL�ABQBOJFK>AL�

QBKBO�BI�SLI@>AL�AB�JBJLOF>��

�
����

3LAL� IL� OB>IFW>AL� BP� FKQBOBP>KQB� ABPAB� BI� MRKQL� AB� SFPQ>�

CLOBKPB��@>?B�JBK@FLK>O�NRB�@R>KAL�I>�J\NRFK>�BPQ\�BK@BKAFA>�IL�

MOFK@FM>I�BP�P>@>O�QLA>P�I>P�BSFABK@F>P�SLI\QFIBP�V�MOFK@FM>IJBKQB�I>�



Evidencias digitales en la investigación informática forense 

144
�
��

�

JBJLOF>� 1 ,�� >KQB� RK� QOLV>KL�� L� >IDL� BUQBOKL�� 2B� OB>IFW>� RK�
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�/(#	� NRB� BI� PFPQBJ>� IB� >PFDK>� V� MLABO� SLI@>OIL� >� AFP@L��#B� BPQ>�

CLOJ>� KL� QBKBJLP� NRB� �ARJMB>O�� QLA>� I>�JBJLOF>� M>O>� E>@BO� IL�

JFPJL��

�

$K�BPQB�@>PL�PB�KB@BPFQ>�OB@RMBO>O�I>P�@LKQO>PB_>P�AB�>@@BPL�>�
���

I>�TB?�AB�JLSFPQ>O�M>O>�BI�BKS^L�AB�JBKP>GBP�MLO�2,2��%FD������	�

�ABPAB� RK� MRBPQL� AB� QO>?>GL� +FKRU� V� @LK� K>SBD>ALO� %FOBCLU	�

�'4;45N=820� ND8;4A��A?0M0��A�5����

�
�86����	���/:7�9:�BDK>HI6G�E6G6�:A�:CKUD�9:�B:CH6?:H�EDG�+%+��
����

�C4=B4��=IIEH���:CK>6B:CH6?:H�BDK>HI6G�:H��CK>6%:CH6?:H���
�



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

147
�
��

�

2F�SBJLP�BI�@`AFDL�CRBKQB�AB�I>�M\DFK>�KLP�BK@LKQO>JLP�@LK�

I>P� MLPF?IBP� S>OF>?IBP� >� ?RP@>O� BKQOB� BII>P� �3,=+.&(-��

3,=/ 226.1#��3,= "3(.-	��%FD������	��
���

�
�86����		���W9><D�;J:CI:�9:�A6�EQ<>C6�9:�A6�L:7�9:�BDK>HI6G��
�C4=B4��=IIEH���:CK>6B:CH6?:H�BDK>HI6G�:H��CK>6%:CH6?:H���

�

$K�BI�PFPQBJ>�LMBO>QFSL�+FKRU��
����

MA�M���������CFOBCLU�ARJM��ALKAB�������BP�BI�/(#�AB�CFOBCLU	�

$UQO>FDL�BI�QBUQL�ABI�CF@EBOL�?FK>OFL�>�LQOL�CF@EBOL�J\P�ERJ>KL��QUQ	�

PQOFKDP�BI�CFOBCLU�ARJM���JBJLOVPQOFKDP�QUQ�

$AFQ>JLP� BI� CF@EBOL� 373� V� ?RP@>JLP� I>P� @>ABK>P� >KQBOFLOJBKQB�

@FQ>A>P�
���

 I�BK@LKQO>OPB�@LK�I>�@>ABK>�3,=+.&(-��IIBS>�>PL@F>AL�RK�

KaJBOL� �ABAR@FJLP� NRB� BP� RK� QBI]CLKL	��JFBKQO>P� NRB� I>P� ABJ\P�

@>ABK>P�KL�JRBPQO>K�K>A>�@LEBOBKQB��%FD������	��

�
�86����	
��,%4$'�!&�9:A�JHJ6G>D�9:�A6�EQ<>C6�L:7��
����

�



Evidencias digitales en la investigación informática forense 

148
�
��

�

#BQBKFA>JBKQB� PF� PB� ?RP@>�MLO� BI� KaJBOL�AB� QBI]CLKL��KLP�

JRBPQO>� PRCF@FBKQB� FKCLOJ>@F`K�� >DBKA>P�� LQOLP� KaJBOLP� AB�

@LKQ>@QL��BQ@��V��PL?OB�QLAL�I>�MLPF?IB�@LKQO>PB_>��%FD�������	��

�
���
�86����	���,%4$'�!&�9:A�JHJ6G>D�9:�A6�EQ<>C6�L:7�8DC�HJ�8DCIG6H:V6��

�

$PQB�MOL@BAFJFBKQL�BP�FA]KQF@L�M>O>�6FKALTP�@LK�I>�JFPJ>�

EBOO>JFBKQ>��

�
�	��
���� 4<>@80�#06458;4�
�

$PQB�>O@EFSL�BP�JRV�BPMB@F>I�V�IL�RP>�6FKALTP�M>O>�>IJ>@BK>O�

QBJMLO>IJBKQB� A>QLP� ILP� @R>IBP� PLK� FKQBO@>J?F>ALP� BKQOB� I>�

JBJLOF>� 1 ,� V� ]PQB�� @LK� BI� CFK� AB� AFPMLKBO� AB� RK� ?ILNRB�J\P�
�	�

DO>KAB� AB� JBJLOF>�� >� ]PQ>� PB� IB� @LKL@B� @LJL�  � "%���

)�%'(����"LMVIBCQ������	��

�

$I� KLJ?OB� ABI� >O@EFSL� BP� ?06458;4�AGA� V� PB� @OB>� BK� BI�

JLJBKQL� AB� I>� FKPQ>I>@F`K� AB� 6FKALTP� BK� I>� RKFA>A� O>^W�
�
��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

149
����

�

�KLOJ>IJBKQB�"�;�	�ALKAB�PB�BK@RBKQO>�BI�?LLQ�ABI�PFPQBJ>�V�PRP�

>QOF?RQLP�PLK�L@RIQLP��

�

$I�Q>J>_L�AB�>O@EFSL�M>DBCFIB�PVP�KLOJ>IJBKQB�BP�����SB@BP�

J\P�DO>KAB�NRB�I>�JBJLOF>�1 ,�ABI�PFPQBJ>���/LO�BGBJMIL��PF� PB�
�
�

QFBKB���&!�AB�1 ,��BI�>O@EFSL�AB?BO^>�MBP>O�>IDL�@LJL�����&!��PF�

QFBKB�����,!��BI�>O@EFSL�AB?BO^>�MBP>O�>IDL�@LJL�����!��V�>P^��BQ@�	��

�

$I� CF@EBOL� AB� M>DFK>@F`K� L@ROOB� @R>KAL� PB� S>� IIBK>KAL� I>�

JBJLOF>� 1 ,�� IL� NRB� E>@B� BI� PFPQBJ>� LMBO>QFSL� BP� SLI@>OIL� >I�
����

CF@EBOL�M>DBCFIB�PVP��V�RK>�SBW�NRB�IL�SRBI@>��S>�>�MBOJFQFO�QBKBO�RK>�

JBJLOF>� SFOQR>I�� $K� RK� BNRFML� BK@BKAFAL� BI� SLI@>AL� PBO^>� NRB�

ABPMR]P� AB� E>?BO� MOLAR@FAL� BI� SLI@>AL� AB� JBJLOF>� @LK� ILP�

>OQBC>@QLP� >KQBP� BPQRAF>ALP�� PB� MOL@BAB� >� ABPBK@ERC>O� BI� @>?IB� V�

@LJL�KL�PB�E>�>M>D>AL�@LOOB@Q>JBKQB�BI�@LJMRQ>ALO��AFPMLKBJLP�
���

ABI�CF@EBOL�M>DBCFIB�PVP��MBOL�PF�PB�>M>D>�@LOOB@Q>JBKQB��BP�AB@FO�!C>8>D�

Ⱥ��E6<6G	�BI�CF@EBOL�M>DBCFIB�PVP�PB�?LOO>�V�BK�BI�CF@EBOL�M>DBCFIB�PVP��

IL�NRB�KL�@>?B�BK�I>�JBJLOF>�1 ,�S>�AFOB@QL�>I�CF@EBOL�M>DBCFIB�PVP�



Evidencias digitales en la investigación informática forense 

150
����

�

V�BPQB�CF@EBOL�E>V�NRB�QBKBOIL�MOBSFPQL�M>O>�BI�QBJ>�AB�I>�M>DFK>@F`K�

V�BSFABK@F>P��
����

�

/>O>� L?QBKBO� BI� CF@EBOL� AB� M>DFK>@F`K� BK� RK>� J\NRFK>�

BK@BKAFA>�PB�MRBAB�RP>O�BI�%3*�(J>DBO�Ⱥ� AA�$SFABK@B�(QBJ�Ⱥ�

+LDF@>I�#OFSB�Ⱥ�"�;���%FD������	�

�
���
�86����	���'7I:C8>WC�;>8=:GD�9:�E6<>C68>WC�BD9D�:C8:C9>9D��

�

2F�QBKBJLP�J\P�AB�RK�AFP@L�AROL�IL�OB@LJBKA>?IB�PBO^>�QBKBO�

BK�LQOL�AFP@L�AROL�L�M>OQF@F`K�BI�CF@EBOL�AB�M>DFK>@F`K�M>O>�IL�@R>I�

PB�AFPMLKAO\�MOL@BABO�>�R?F@>O�PL?OB�BI�AFOB@QLOFL�OLLQ�M>O>�L?QBKBO�
���

BI�>O@EFSL�AB�M>DFK>@F`K�B�EF?BOK>@F`K��%FD������	��



Iván Hidalgo Cajo, Byron Hidalgo Cajo, Saul Yasaca Pucuna, Diego Hidalgo Cajo, Jessica Aragadbay Ola

151
����

�

�
�86����	��-7>868>WC�6G8=>KD�E6<>C68>WC�:�=>7:GC68>WC��

�

$I�>O@EFSL�AB�M>DFK>@F`K�BP�BI�NRB�PB�IL@>IFW>�BK�I>�J\NRFK>�
��

BK@BKAFA>� V� BI� AB�EF?BOK>@F`K� PB� BK@RBKQO>� BK�BI� @LJMRQ>ALO� BK�

JLAL�PRPMBKAFAL�L�EF?BOK>@F`K�V�PB�IL�MRBAB�SLI@>O��AB�BPQ>�J>KBO>�

BK�JLAL�SFSL�L�BK@BKAFAL�PB�OB>IFW>�@LK�BI�%3*�(J>DBO�IFQB�MLONRB�

KL� PB� MRBAB� @LMF>O� AFOB@Q>JBKQB� BI� CF@EBOL� M>DBCFIB�PVP�� V� AB� BP>�

J>KBO>�PB�MRBAB�BUMLOQ>O�BI�>O@EFSL�BK�Export File… �%FD������	�
����



Evidencias digitales en la investigación informática forense 

152
��	�

�

�
�86����	����MEDGI68>WC�;>8=:GD�9:�E6<>C68>WC�E6<:;>A:�HNH��

�

+>�R?F@>@F`K�ABI�CF@EBOL�M>DBCFIB�PVP��%FD������	�

�
���
�86����	���-7>868>WC�9:A�;>8=:GD�E6<:;>A:�HNH��

�

/>O>�QO>Q>O�I>�FKCLOJ>@F`K�ABI�CF@EBOL�M>DBCFIB�PVP��PB�E>@B�RPL�

AB� I>� EBOO>JFBKQ>� PQOFKDP�BUB� �EQQMP���AL@P�JF@OLPLCQ�@LJ�BK

RP�PVPFKQBOK>IP�ALTKIL>AP�PQOFKDP	�� NRB� S>� MBOJFQFO� M>OPB>O� I>�
����

FKCLOJ>@F`K� NRB� BPQ\� BK� RK� >O@EFSL� V� MBOJFQFO\� @LKSBOQFO� BI�

@LKQBKFAL�ABI�>O@EFSL�AB�M>DFK>@F`K�BK�RK�>O@EFSL�AB� QBUQL� �%FD��

�����	��/>O>�BI�SLI@>AL�AB�JBJLOF>�ABI�CF@EBOL�M>DBCFIB�PVP�PB�MRBAB�

RP>O�ILP�PFDRFBKQBP�@LJ>KALP��

x 2QOFKDP�M>DBCFIB�PVP���M>DBCFIB�QUQ�
���

x CFKAPQO��M>PPTLOA��M>DBCFIB�QUQ���@LKQO>PB_>P�QUQ�

x CFKAPQO��M>PPTLOA��M>DBCFIB�QUQ���M>PPTA�QUQ�
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x findstr “net user" pagefile.txt > netuser.txt�

x CFKAPQO��"��OBD�>AA��M>DBCFIB�QUQ���OBD�QUQ�

x CFKAPQO��4/# 3$��M>DBCFIB�QUQ�
����

x CFKAPQO��FM@LKCFD��M>DBCFIB�QUQ�

x CFKAPQO��EQJI��M>DBCFIB�QUQ���AL@EQJI�EQJ�

x CFKAPQO��JPKJPDO��M>DBCFIB�QUQ���JBPPBKDBO�EQJ�

x CFKAPQO��(-5(3$��M>DBCFIB�QUQ���FKSFQB=JBPPBKDBO�EQJ�

x CFKAPQO��@��@LKB@Q>AL��M>DBCFIB�QUQ�
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